
 Diginet Online India Pvt Ltd      
Projects @diginetonline.com        Mob:9008611118 

 www.academicprojectsbangalore.com 

 

@copyright-Diginet Online India Pvt Ltd.Bangalore 

                        www.academicprojectsbangalore.com  
 

 
S.No                         PROJECT TITLE Technology Used  

JAVA Projects  

Image Processing 

1  A Personal Authentication Based on IRIS Recognition                                                              (IEEE)  Java Swings, Applets  
2  Noise Reduction By Fuzzy Image Filtering                                                                              (IEEE)  JDK 1.7, Java Swing  
3  Script identification through temporal Sequence of the Strokes                                                 

(IEEE)  
JDK 1.7, Java Swing  

4  Image Processing Editor  JAVA 1.7  
5  Learn to Personalized Image Search from the Photo Sharing Websites                             (IEEE -

2012)  
JDK 1.7, Swing,JDBC,HTML,JSP  

6  Captcha as Graphical Passwords—A New Security Primitive Based on Hard AI Problems      

(IEEE 2014)  
JDK 1.7,JSP,HTML,MYSQL  

7  Personalized Geo-Specific Tag Recommendation for Photos Social websites                       (IEEE-

2014)  
JDK 1.7,JSP,HTML,MYSQL  

8  Learning and Recognition of On-Premise Signs from Weakly Labeled Street View Image      

(IEEE 2014)  
JDK 1.7,JSP,HTML,MYSQL  

9  Learning to Rank Image Tags with Limited Training Examples                                          (IEEE 

2015)  
JDK 1.7,JSP,HTML,MYSQL  

10  Multiview Alignment Hashing for Efficient Image Search                                                   (IEEE 

2015)  
JDK 1.7,JSP,HTML,MYSQL  

11 YouTube Video Promotion by Cross-network  

12 Semantic-Improved Color Imaging Applications: It Is All About Context  

13 Geolocalized Modeling for Dish Recognition  

14 Automatic Face Naming by Learning Discriminative Affnity Matrices From Weakly 

Labeled Image 
 

Net working / Network Security / Wireless Communications/ Parallel and Distributed Sy stem with Secure Computing  
15 Multiple Routing configurations for Fast IP network Recovery                                                   

(IEEE)   
JDK 1.7,  Swing, SQL server  

16  Delay Analysis and Optimality of Scheduling Policies for Multi-Hop Wireless Networks         

(IEEE-2011)  
JDK 1.7, Java Swing  

17  A Bidirectional Routing Abstraction for Asymmetric Mobile Ad Hoc Networks                      

(IEEE)  
JDK1.7,Java Swing, SQL Server  

18  Supporting Efficient and Scalable Multicasting over Mobile Ad Hoc Networks                     (IEEE-

2011)  
JDK1.7,Java Swing  

19  Enhancing Search Performance in Unstructured P2P Networks Based on Users’ Common 

Interest             
 JDK1.7,Java Swing, SQL Server  

20  Packet-Hiding Methods for Preventing Selective Jamming Attacks                                     (IEEE-

2012)  
JDK 1.7, Java Swing, RMI  

21  Label-Based DV-Hop Localization against Wormhole Attacks In Wireless Sensor Networks   

(IEEE 2010)  
Java,J2ME(J2ME Wireless 

Toolkit)  
22 Achieving Network Level Privacy in Wireless Sensor Networks                                          (IEEE-

2010)  
Java,J2ME(J2ME Wireless 

Toolkit)  
23  Distributed Cache Updating Using Dynamic Source Routing Protocol                                  (IEEE)  Java Networking, Swing, MySQL  
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24  Online Modeling of Proactive Moderation System for Auction Fraud Detection                     

(IEEE-2012)  
JDK 1.7,Swing, JDBC,HTML,JSP  

25  Host-to-Host Congestion Control for TCP                                                                       (IEEE-2010)  Java, Eclipse  
26  Participatory Privacy: Enabling Privacy in Participatory Sensing                                      (IEEE – 

2013)  
JDK 1.7, JSP, HTML, MySQL)  

27  Embedding the Secure Data In An Audio/Video and Image Files  JDK 1.7, Java Swing  
28  A Privacy-Preserving Location Monitoring System for Wireless Sensor Networks                  

(IEEE-2011)   
 JAVA, JFC (Swing)  

29  Privacy- and Integrity-Preserving Range Queries in Sensor Networks                                 (IEEE-

2012)  
JDK 1.7, Java Swing, RMI,JDBC  

30  Design and Implementation of Addressing Mental Health Epidemic among University 
Students via Web- 
based, Self-Screening and Referral System                                                                     (IEEE-2011)  

JAVA, J2EE  

31  Secure Data Transmission  JAVA  
32  Intrusion Detection System  JAVA  

33  Bandwidth Recycling in IEEE 802.16 Networks                                                                (IEEE-2010)  Java,Eclipse, MS Access  
34  CAM: Cloud-Assisted Privacy Preserving Mobile Health Monitoring                                     (IEEE 

2013)  
JDK 1.7,JSP,HTML,MYSQL  

35  Mobile Relay Configuration in Data-Intensive Wireless Sensor Networks                           (IEEE -

2013)  
JDK 1.7, Java Swing, RMI  

36  Nymble: Blocking Misbehaving Users in Anonym zing Networks                                        (IEEE-

2011)  
Java,J2ME ,Tomcat  

37  SAT:A Security Architecture Achieving Anonymity and Traceability in Wireless Mesh 
Networks   

                                                                                                                                 (IEEE 2011)  

Java,J2ME(Wireless Toolkit)  

38  Modeling and Detection of Camouflaging Worm.                                                             (IEEE-2011)  Jdk1.7, java swing, Eclipse  
39  A Distributed Algorithm for Finding All Best Swap Edges of a Minimum Diameter Spanning 

Tree     
                                                                                                                                 (IEEE-2011)  

Jdk1.7, java swing  

40  TrPF: A Trajectory Privacy-Preserving Framework for Participatory Sensing                        (IEEE-

2013)  
JDK 1.7,JSP,HTML,MYSQL  

41  Vampire attacks: Draining life from wireless ad-hoc sensor networks                                  

(IEEE2013)  
JDK 1.7,RMI,SWING  

42  Fully Anonymous Profile Matching in Mobile Social Networks                                            (IEEE 

2013)  
JDK 1.7,JSP,HTML,MYSQL  

43  Optimum Relay Selection for Energy-Efficient Cooperative Ad Hoc Networks                      (IEEE 

2013)  
JDK 1.7, Java Swing, RMI  

44  An Efficient Caching Scheme and Consistency Maintenance in Hybrid P2P System                

(IEEE2012)  
JDK1.7,Java Swing  

45  A System for Denial-of-Service Attack Detection Based on Multivariate Correlation Analysis  

(IEEE 2014)  
JDK 1.7,JSP,HTML,MYSQL  

46 Access Control in Decentralized Online Social Networks: Applying a Policy-Hiding 

Cryptographic Scheme and Evaluating Its Performance                                                                                    

(IEEE-2014)  

JDK 1.7,JSP,HTML,MYSQL  

47  Key-Aggregate Cryptosystem for Scalable Data Sharing in Cloud Storage                          ( IEEE-

2014)  
JDK 1.7,JSP,HTML,MYSQL  

48  Privacy-Preserving Optimal Meeting Location Determination on Mobile Devices                   

(IEEE-2014)  
JDK 1.7,JSP,HTML,MYSQL  
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49  Decentralized Access Control with Anonymous Authentication of Data Stored in Clouds       

(IEEE-2014)  
JDK 1.7,JSP,HTML,MYSQL  

50  A Two-Stage Deanonymization Attack Against Anonymized Social Networks                       (IEEE-

2014)  
JDK 1.7,JSP,HTML,MYSQL  

51  Asymmetric Social Proximity Based Private Matching Protocols for Online Social Networks  

(IEEE-2014)  
JDK 1.7,JSP,HTML,MYSQL  

52  Community-home-based Multi-copy Routing in Mobile Social Networks                              (IEEE-

2014)  
JDK 1.7,JSP,HTML,MYSQL  

53  Map-AWare Models for Indoor Wireless Localization Systems                                            (IEEE-

2014)  
JDK 1.7,JSP,HTML,MYSQL  

54  Hop-by-Hop Message Authentication and Source Privacy in Wireless Sensor Networ            

(IEEE-2014)  
JDK 1.7,JSP,HTML,MYSQL  

55  SECURE DATA RETRIEVALFOR DECENTRALIZED DISRUPTION-TOLERANT 

MILITARYNETWORKS(2014)  
JDK 1.7,JSP,HTML,MYSQL  

56  Collusion-Tolerable Privacy-Preserving Sum and Product Calculation without Secure 
Channel 

 

57 Formalization and Verification of Group Behavior Interactions  

58 Group Key Agreement with Local Connectivity  

59 Data Lineage in Malicious Environments  

60  Privacy-Preserving Public Auditing for Regenerating-Code-Based Cloud Storage  

61 Improving Privacy and Security in Decentralized Ciphertext-Policy Attribute-Based 

Encryption 
 

62 Formalization and Verification of Group Behavior Interactions  

63 Enabling Cloud Storage Auditing with Key-Exposure Resistance  

64 Control Cloud Data Access Privilege and Anonymity With Fully Anonymous 

Attribute-Based Encryption 
 

65 Anonymity-based Privacy-preserving Data Reporting for Participatory Sensing JDK 1.7,JSP,HTML,MYSQL 

66 T-Broker: A Trust-Aware Service Brokering Scheme for Multiple Cloud Collaborative 

Services 

JDK 1.7,JSP,HTML,MYSQL 

67 Maximizing Energy Efficiency in Multiple Access Channels by Exploiting Packet 
Dropping and Transmitter Buffering 

JDK 1.7,JSP,HTML,MYSQL 

68 Tracking Temporal Community Strength in Dynamic Networks JDK 1.7,JSP,HTML,MYSQL 

69 Modelling and Analysis of Communication Traffic Heterogeneity in Opportunistic 

Networks 

JDK 1.7,JSP,HTML,MYSQL 

70 Towards Information Diffusion in Mobile Social Networks JDK 1.7,JSP,HTML,MYSQL 

71  User-Defined Privacy Grid System for Continuous Location-Based Services JDK 1.7,JSP,HTML,MYSQL 

72 Service Operator-aware Trust Scheme for Resource Matchmaking across Multiple 
Clouds 

JDK 1.7,JSP,HTML,MYSQL 

73 A Secure Anti-Collusion Data Sharing Scheme for Dynamic Groups in the Cloud JDK 1.7,JSP,HTML,MYSQL 

74 Cost-Effective Authentic and Anonymous Data Sharing with Forward Security JDK 1.7,JSP,HTML,MYSQL 

75 A Computational Dynamic Trust Model for User Authorization JDK 1.7,JSP,HTML,MYSQL 

76 Secure Distributed Deduplication Systems with Improved Reliability JDK 1.7,JSP,HTML,MYSQL 

77 Collusion-Tolerable Privacy-Preserving Sum and Product Calculation without Secure 

Channel 

JDK 1.7,JSP,HTML,MYSQL 
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78  Control Cloud Data Access Privilege and Anonymity With Fully Anonymous 

Attribute-Based Encryption 

JDK 1.7,JSP,HTML,MYSQL 

79  A Computational Dynamic Trust Model for User Authorization                                            

(IEEE2015)  
JDK 1.7,JSP,HTML,MYSQL  

80  Anonymity-based Privacy-preserving Data Reporting for Participatory Sensing   (IOT)         

(IEEE 2015)  
JDK 1.7,JSP,HTML,MYSQL  

81  SECURE DISTRIBUTED DEDUPLICATION SYSTEMS WITH IMPROVED RELIABILITY            (IEEE 

2015)  
JDK 1.7,JSP,HTML,MYSQL  

82  Lightweight Secure Scheme for Detecting Provenance Forgery and Packet Drop Attacks in 
Wireless  
Sensor Networks                                                                                                         (IEEE 2015)  

JDK 1.7, Java Swing, RMI  

83 Least Cost Influence Maximization Across Multiple Social Networks(IEEE 2016) IEEE 2016 

84 Reversible Data Hiding in Encrypted Images Based on Progressive Recovery IEEE 2016 

85 PROVEST: Provenance-based Trust Model for Delay Tolerant Networks 
IEEE 2016 

86 GeTrust: A guarantee-based trust model in Chord-based P2P networks 
IEEE 2016 

87 Enabling Secure and Efficient Video Delivery through Encrypted In-network Caching 
IEEE 2016 

88 GreenCoMP: Energy-Aware Cooperation for Green Cellular Networks 
IEEE 2016 

89 Time-Domain Attribute-Based Access Control for Cloud-Based Video Content Sharing: A 
Cryptographic Approach IEEE 2016 

90 Structural Vulnerability Assessment of Community-based Routing in Opportunistic Networks 
IEEE 2016 

91 eDSA: Energy-Efficient Dynamic Spectrum Access Protocols for Cognitive Radio Networks IEEE 2016 

92 User Differentiated Verifiable File Search On the cloud IEEE 2016 

Cloud Computing 

93 Dynamic Resource Allocation Using Virtual Machines for Cloud Computing Environment      

(IEEE-2013)  
JDK 1.7,JSP,HTML,MYSQL  

94 Ensuring Data Storage Security in Cloud Computing                                                        (IEEE-2010)  Java, Swing, RMI, J2ME  

95 Secure and Practical Outsourcing of Linear Programming in Cloud Computing                   (IEEE -

2011)  
Java, JSP, JDBC, Java Script  

96 Cloud Computing Security: From Single to Multi-Clouds                        (IEEE-2012, Cloud 

Computing)   
JDK 1.7,JSP,HTML,MYSQL  

97 Privacy-Preserving Public Auditing for Secure Cloud Storage                                           (IEEE -

2013)    
 JDK 1.7,JSP,HTML,MYSQL  

98 Ensuring Distributed Accountability For Data Sharing in The Cloud                                    (IEEE-

2012)  
JDK 1.7,JSP,HTML,MYSQL  

99 Optimizing Cloud Resources for Delivering IPTV Services through Virtualization                  

(IEEE-2013)    
JDK 1.7,JSP,HTML,MYSQL  

100 AMES-Cloud: A Framework of Adaptive Mobile Video Streaming and Efficient Social Video 
Sharing in the  
Clouds.                                                                                           (IEEE 2013 -Cloud Computing)     

JDK 1.7,JSP,HTML,MYSQL  

101 Cloud-Assisted Mobile-Access of Health  Data With Privacy and Audit ability                       (IEEE 

2014)  
JDK 1.7,JSP,HTML,MYSQL  

102 Oruta: Privacy-Preserving Public Auditing for Shared Data in the Cloud                              (IEEE-

2014)  
JDK 1.7,JSP,HTML,MYSQL  
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103 VABKS: Verifiable Attribute-based Keyword Search over Outsourced Encrypted Data           

(IEEE-2014)  
JDK 1.7,JSP,HTML,MYSQL  

104 A Cloud Enviroment for Backup and Data Storage                                                           (IEEE-2014)  JDK 1.7,JSP,HTML,MYSQL  

105 A Hybrid Cloud Approach for Secure Authorized Deduplication                                          (IEEE-

2014)  
JDK 1.7,JSP,HTML,MYSQL  

106 Audit-Free Cloud Storage via Deniable Attribute-based Encryption                                    (IEEE-

2015)  
JDK 1.7,JSP,HTML,MYSQL  

107 Provable Multicopy Dynamic Data Possession in Cloud Computing Systems                        (IEEE-

2015)  
JDK 1.7,JSP,HTML,MYSQL  

108 SECURE DISTRIBUTED DEDUPLICATION SYSTEMS WITH IMPROVED RELIABILITY            (IEEE-

2015)  
JDK 1.7,JSP,HTML,MYSQL  

109 CHARM: A Cost-efficient Multi-cloud Data Hosting Scheme with High Availability                

(IEEE-2015)  
JDK 1.7,JSP,HTML,MYSQL  

110 Key-Aggregate Searchable Encryption (KASE) for Group Data Sharing via Cloud Storage    

(IEEE-2015)  
JDK 1.7,JSP,HTML,MYSQL  

111 A Secure Anti-Collusion Data Sharing Scheme for Dynamic  Groups in the Cloud                (IEEE-

2015)  
JDK 1.7,JSP,HTML,MYSQL  

112 MobiContext: A Context-aware Cloud-Based Venue Recommendation Framework              

(IEEE-2015)  
JDK 1.7,JSP,HTML,MYSQL  

113 Secure Auditing and Deduplicating Data in Cloud                                                           (IEEE-2015)  JDK 1.7,JSP,HTML,MYSQL  

114 T-Broker: A Trust-Aware Service Brokering Scheme For Multiple Cloud Collaborative Services  

(2015)  
JDK 1.7,JSP,HTML,MYSQL  

115 CONTROL CLOUD DATA ACCESS PRIVILEGE AND ANONYMITY WITH FULLY ANONYMOUS 
ATTRIBUTE-BASED ENCRYPTION                                                                                 (IEEE-2015)  

JDK 1.7,JSP,HTML,MYSQL  

116 SAE: Toward Efficient Cloud Data Analysis Service for Large-Scale Social Networks 
JDK 1.7,JSP,HTML,MYSQL 

117  Understanding the Performance and Potential of Cloud Computing for Scientific 

Applications 

JDK 1.7,JSP,HTML,MYSQL 

118 Towards Optimized Fine-Grained Pricing of IaaS Cloud Platform 
JDK 1.7,JSP,HTML,MYSQL 

119 Service Operator-aware Trust Scheme for Resource Matchmaking across Multiple 

Clouds 

JDK 1.7,JSP,HTML,MYSQL 

120 Reactive Resource Provisioning Heuristics for Dynamic Dataflows on Cloud 

Infrastructure 

JDK 1.7,JSP,HTML,MYSQL 

121  A Profit Maximization Scheme with Guaranteed Quality of Service in Cloud 

Computing 

JDK 1.7,JSP,HTML,MYSQL 

122 Privacy-Preserving Public Auditing for Regenerating-Code-Based Cloud Storage 
JDK 1.7,JSP,HTML,MYSQL 

123  OPoR: Enabling Proof of Retrievability in Cloud Computing with Resource-

Constrained Devices 

JDK 1.7,JSP,HTML,MYSQL 

124 Enabling Cloud Storage Auditing with Key-Exposure Resistance 
JDK 1.7,JSP,HTML,MYSQL 

125  CONTROL CLOUD DATA ACCESS PRIVILEGE AND ANONYMITY WITH FULLY 

ANONYMOUS ATTRIBUTE-BASED ENCRYPTION 

JDK 1.7,JSP,HTML,MYSQL 

126  Circuit Ciphertext-policy Attribute-based Hybrid Encryption with Verifiable 

Delegation in Cloud Computing 

JDK 1.7,JSP,HTML,MYSQL 

127 Audit-Free Cloud Storage via Deniable Attribute-based Encryption 
JDK 1.7,JSP,HTML,MYSQL 

128 CHARM: A Cost-efficient Multi-cloud Data Hosting Scheme with High Availability 
JDK 1.7,JSP,HTML,MYSQL 
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129 Audit-Free Cloud Storage via Deniable Attribute-based Encryption 
JDK 1.7,JSP,HTML,MYSQL 

130 A Profit Maximization Scheme with Guaranteed Quality of Service in Cloud 

Computing 

JDK 1.7,JSP,HTML,MYSQL 

131 Provable Multicopy Dynamic Data Possession in Cloud Computing Systems 
JDK 1.7,JSP,HTML,MYSQL 

132 Public Integrity Auditing for Shared Dynamic Cloud Data with Group User 

Revocation 

JDK 1.7,JSP,HTML,MYSQL 

133 Key-Aggregate Searchable Encryption (KASE)for Group Data Sharing via Cloud 

Storage 

JDK 1.7,JSP,HTML,MYSQL 

134 Secure Auditing and Deduplicating Data in Cloud 
JDK 1.7,JSP,HTML,MYSQL 

135 Identity-based Encryption with Outsourced Revocation in Cloud Computing 
JDK 1.7,JSP,HTML,MYSQL 

136 Deduplication on Encrypted Big Data in Cloud (IEEE 2016) 

 

JDK 1.7,JSP,HTML,MYSQL 

137 A Combinatorial Auction Mechanism for Multiple Resource Procurement in Cloud 

Computing (IEEE2016) 

IEEE 2016 

138 Dynamic-Hash-Table Based Public Auditing for Secure Cloud Storage (IEEE 2016) 
IEEE 2016 

139 A Context-Aware Architecture Supporting Service Availability in Mobile Cloud 

Computing (IEEE 2016) 

IEEE 2016 

140 Secure Data Deduplication with Dynamic Ownership Management in Cloud 

Storage(IEEE 2016) 

IEEE 2016 

141 Providing User Security Guarantees in Public Infrastructure Clouds 

(IEEE 2016) 

IEEE 2016 

142 Cost Effective, Reliable and Secure Workflow Deployment over Federated Clouds 

(IEEE 2016) 

IEEE 2016 

143 SecRBAC: Secure data in the Clouds (IEEE 2016) 
IEEE 2016 

144 Attribute-Based Data Sharing Scheme Revisited in Cloud Computing 
IEEE 2016 

145 Toward Optimal Feature Selection in Naive Bayes for Text Categorization 
IEEE 2016 

146 Coral: A Cloud-Backed Frugal File System 
IEEE 2016 

147 A Survey of Proxy Re-Encryption for Secure Data Sharing in Cloud Computing IEEE 2016 
148 Secure Data Sharing in Cloud Computing Using Revocable-Storage Identity-Based 

Encryption IEEE 2016 
149 Cost Minimization Algorithms for Data Center Management IEEE 2016 
150 Privacy Preserving Ranked Multi-Keyword Search for Multiple Data Owners in Cloud 

Computing IEEE 2016 
151 A Combinatorial Auction Mechanism for Multiple Resource Procurement in Cloud 

Computing IEEE 2016 
152 A Dynamical and Load-Balanced Flow Scheduling Approach for Big Data Centers in 

Clouds IEEE 2016 
153 PHE: An Efficient Traitor Tracing and Revocation for Encrypted File Syncing-and-

Sharing in Cloud IEEE 2016 
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154 Fair Resource Allocation for Data-Intensive Computing in the Cloud IEEE 2016 
155 iParker—A New Smart Car-Parking System Based on Dynamic Resource Allocation 

and Pricing IEEE 2016 
156 EvacSys: A Cloud-Based Service for emergency IEEE 2016 
157 Truth Discovery in Crowd-sourced Detection of Spatial Events-need IEEE 2016 
158 Knowledge-Based Resource Allocation for Collaborative Simulation Development in 

a Multi-tenant Cloud Computing Environment IEEE 2016 
158 Automatically Enforcing Security SLAs in the Cloud IEEE 2016 
160 Securing Services in Networked Cloud Infrastructures IEEE 2016 
161 Tracking the MPP of a Solar PV Panel IEEE 2016 
162 Cloud Infrastructure Resource Allocation for Big Data Applications IEEE 2016 
163 Public Integrity Auditing for Shared Dynamic Cloud Data with Group User 

Revocation IEEE 2016 

                Knowledge And Data Engineering Projects/Data Mining P rojects  

164 Dealing With Concept Drifts in Process Mining                                                                (IEEE-2014)  JDK 1.7,JSP,HTML,MYSQL  

165 Anomaly Detection via Online Oversampling Principal Component Analysis.                        

(IEEE-2013)  
JDK 1.7,JSP,HTML,MYSQL  

166 Ranking Spatial Data by Quality Preferences                                                                   (IEEE-2011)  Java,Jsp,Servlet,Jdbc  

167 Extended XML Tree Pattern Matching: Theories and Algorithms                                        (IEEE-

2011)  
Java,Jsp,xml  

168 Slicing: A New Approach to Privacy Preserving Data Publishing                                         (IEEE-

2012)  
JDK 1.7,Swing, JDBC, HTML, JSP  

169 Ranking Model Adaptation For Domain-pecific Search                                                      (IEEE-

2012)  
JDK1.7,Swing,Jdbc,html,jsp, 

Android  

170 Multiparty Access Control for Online Social Networks: Model and Mechanisms                    

(IEEE-2013)  
JDK1.5,Swing,Jdbc,html,jsp, 

Android  

171 A system to Filter Unwanted Messages from OSN Uses Walls                                           (IEEE-

2013)  
JDK 1.7,JSP,HTML,MYSQL  

172 A Fast Clustering-Based Feature Subset   Selection Algorithm for High Dimensional Data    

(IEEE-2013)  
JDK 1.7,JSP,HTML,MYSQL  

173 Supporting Privacy Protection in Personalized Web Search                                               (IEEE-

2014)    
JDK 1.7,JSP,HTML,MYSQL  

174 Personalized Web search Using Browsing History And Domain Knowledge                         (IEEE-

2014)  
JDK 1.7,JSP,HTML,MYSQL  

175 Personalized Recommendation Combining User Interest and Social Circle                          (IEEE-

2014)  
JDK 1.7,JSP,HTML,MYSQL  

176 Incremental Affinity Propagation Clustering Based on Message Passing                             (IEEE-

2014)  
JDK 1.7,JSP,HTML,MYSQL  

177 Privacy Preserving and Content Protecting Location based Queries                                   (IEEE-

2014)  
JDK 1.7,JSP,HTML,MYSQL  

178 Dealing With Concept Drifts in Process Mining                                                                (IEEE-2014)  JDK 1.7,JSP,HTML,MYSQL  

179 ENTITY LINKING WITH A KNOWLEDGE BASE:ISSUES, TECHNIQUES, AND SOLUTIONS      (IEEE-

2015)  
JDK 1.7,JSP,HTML,MYSQL  
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180 Rule-Based Method for Entity Resolution                                                                       (IEEE-2015)  JDK 1.7,JSP,HTML,MYSQL  

181 FOCS: Fast Overlapped Community Search                                                                    (IEEE-2015)  JDK 1.7,JSP,HTML,MYSQL  

182 Keyword Extraction and Clustering for Document Recommendation in Conversations         

(IEEE-2015)  
JDK 1.7,JSP,HTML,MYSQL  

183 Making Digital Artifacts on the Web Verifiable and Reliable                                              (IEEE-

2015)  
JDK 1.7,JSP,HTML,MYSQL  

184 SMARTCRAWLER:A TWO-STAGE CRAWLER FOR EFFICIENTLY HARVESTING DEEP-WEB    (IEEE-

2015)  
JDK 1.7,JSP,HTML,MYSQL  
  

185 
Subgraph Matching with Set Similarity in a Large Graph Database 

 

186 Structured Learning from Heterogeneous Behavior for Social Identity Linkage  

187  Making Digital Artifacts on the Web Verifiable and Reliable  

188 Anonymizing Collections of Tree-Structured Data  

189 Privacy Policy Inference of User-Uploaded Images on Content Sharing Sites  

190  FOCS: Fast Overlapped Community Search  

191 Sparsity Learning Formulations for Mining Time-Varying Data  

192 The Impact of View Histories on Edit Recommendations  

193 Agent-based Interactions and Economic Encounters in an Intelligent InterCloud  

194 Discovery of Ranking Fraud for Mobile Apps  

195 Towards Effective Bug Triage with Software Data Reduction Techniques  

196 Subgraph Matching with Set Similarity in a Large Graph Database  

197 Mining User-Aware Rare Sequential Topic Patterns in Document Streams 

 

IEEE 2016 

198 Personalized Influential Topic Search via Social Network Summarization  IEEE 2016 

199 NATERGM: A Model for Examining the Role of Nodal Attributes in Dynamic Social 

Media Networks 

IEEE 2016 

200 Robust Texture Image Representation by Scale Selective Local Binary Patterns IEEE 2016 

201 A Novel Recommendation Model Regularized with User Trust and Item Ratings 
IEEE 2016 

202 Cloud workflow scheduling with deadlines and time slot availability IEEE 2016 

203 Space Shuffle: A Scalable, Flexible, and High-Performance Data Center Network IEEE 2016 

204 Mining Health Examination Records — A Graph-based Approach IEEE 2016 

205 TopicSketch: Real-time Bursty Topic Detection from Twitter IEEE 2016 

206 A Survey of Task Allocation and Load Balancing in Distributed Systems IEEE 2016 

207 Segmenting Retinal Blood Vessels with Deep Neural Networks IEEE 2016 

208 Analyzing the Hydroclimatic Teleconnections of Summer Monsoon Rainfall in 

Kerala, India, Using Multivariate Empirical Mode Decomposition and Time-

Dependent Intrinsic Correlation 

IEEE 2016 
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209 A Survey of Vision-Based Traffic Monitoring of Road Intersections 
IEEE 2016 

210 K Nearest Neighbour Joins for Big Data on MapReduce: a Theoretical and 

Experimental 

IEEE 2016 

211 SPIRIT: A Tree Kernel-based Method for Topic Person Interaction Detection 
IEEE 2016 

212 In vivo Estimation of Attenuation and Backscatter Coefficients from Human 

Thyroids 

IEEE 2016 

213 An Efficient and Fine-grained Big Data Access Control Scheme with Privacy-

preserving Policy 

IEEE 2016 

214 FiDoop: Parallel Mining of Frequent Itemsets Using MapReduce 
IEEE 2016 

215 Pattern Based Sequence Classification 
IEEE 2016 

216 Deduplication on Encrypted Big Data in Cloud IEEE 2016 
217 Mining User-Aware Rare Sequential TopicPatterns in Document Streams IEEE 2016 
218 Semantic-Aware Blocking for Entity Resolution IEEE 2016 
219 Efficient Algorithms for Mining Top-K High Utility Item-sets IEEE 2016 
220 FiDoop-DP: Data Partitioning in Frequent Item-set Mining on Hadoop Clusters IEEE 2016 
221 Insider Collusion Attack on Privacy-Preserving Kernel-Based Data Mining Systems IEEE 2016 
222 Resolving Multi-Party Privacy Conflicts in Social Media IEEE 2016 
223 Online Resource Scheduling Under Concave Pricing for Cloud Computing IEEE 2016 
224 Cross-Platform Identification of Anonymous Identical Users in Multiple Social Media 

Network IEEE 2016 
225 A Secure and Dynamic Multi-Keyword Ranked Search Scheme over Encrypted Cloud 

Data IEEE 2016 
226 Public Integrity Auditing for Shared Dynamic Cloud Data with Group User 

Revocation  
227 A Similarity-Based Learning Algorithm Using Distance Transformation  

228 Improving Accuracy and Robustness of Self-Tuning Histograms by Subspace 

Clustering  

229 Privacy Protection for Wireless Medical Sensor Data  
230 Scalable Distributed Processing Of K Nearest Neighbore Queries over Moving 

Objects  
231 Audit-Free Cloud Storage via Deniable Attribute-based Encryption  
232 Efficient Top-k Retrieval on Massive Data  
233 TRIP: An Interactive Retrieving-Inferring Data Imputation Approach  

234 CHARM: A Cost-efficient Multi-cloud Data Hosting Scheme with High 

Availability  
235 Secure Auditing and Deduplicating Data in Cloud   
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236 Performing Initiative Data Prefetching in Distributed File Systems for Cloud 

Computing  
237 Pattern-Aided Regression Modeling and Prediction Model Analysis  
238 Self-Adjusting Slot Configurations for Homogeneous and Heterogeneous 

Hadoop  

239 A Decentralized Cloud Firewall Framework with Resources Provisioning Cost 

Optimization   
240 A Profit Maximization Scheme with Guaranteed 

Quality of Service in Cloud Computing  

241 An Internal Intrusion Detection and Protection System by Using Data Mining 

and Forensic Techniques  

242 Topic Model for Graph Mining  

243 A decision-theoretic rough set approach for dynamic data mining  
244 Online Resource Scheduling under 

Concave Pricing for Cloud Computing  

245 The Value of Cooperation: Minimizing 

User Costs in Multi-broker Mobile 

Cloud Computing Networks  

246 A Universal Fairness Evaluation Framework for  

Resource Allocation in Cloud Computing  
247 A Set of Complexity Measures Designed for Applying Meta-Learning to 

Instance Selection   
248 System of Systems for Quality-of-Service 

Observation and Response in Cloud 

Computing Environments  

249 Efficient Algorithms for Mining the Concise and Lossless Representation of 

High Utility Item sets  
250 Keyword Extraction and Clustering for Document Recommendation in 

Conversations  
251 A Computational Dynamic Trust Model 

for User Authorization  
252 Active Learning for Ranking through 

Expected Loss Optimization  
253 Generic and Efficient Constructions of Attribute-Based Encryption with 

Verifiable Outsourced Decryption  
254 Relational Collaborative Topic Regression for 

Recommender Systems  
255 Relevance Feature Discovery for Text Mining  
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256 Distributed denial of service attacks in software-defined networking with 

cloud computing  
257 Differentially Private Frequent Itemset 

Mining via Transaction Splitting  
258 Leveraging Data Deduplication to Improve the Performance of Primary 

Storage Systems in the Cloud  
259 Backward Path Growth for Efficient Mobile Sequential Recommendation  
260 Mining Partially-Ordered Sequential Rules Common to Multiple Sequences  
261 Enabling Fine-grained Multi-keyword Search Supporting Classified Sub-

dictionaries over Encrypted Cloud Data  

262 On the Security of Data Access Control for Multiauthority Cloud Storage 

Systems   

263 QoS Evaluation for Web Service Recommendation  
264 CRoM and HuspExt: Improving Efficiency of 

High Utility Sequential Pattern Extraction  

265 Co-Extracting Opinion Targets and Opinion 

Words from Online Reviews Based on the Word 

Alignment Model  

266 FastRAQ: A Fast Approach to Range-Aggregate 

Queries in Big Data Environments  
267 Global Redundancy Minimization for Feature Ranking   
268 Designing High Performance Web-Based Computing Services to Promote 

Telemedicine Database Management System  

269 Review Selection Using Micro-Reviews   
270 Towards Information Diffusion in Mobile Social Networks  
271 Design and Evaluation of the Optimal Cache Allocation for Content-Centric 

Networking  

272 Secure Cloud Storage Meets with Secure Network Coding  
273 Location-Sharing Systems With Enhanced Privacy 

in Mobile Online Social Networks  
274 Mobile Based Healthcare Management Using Artificial Intelligence  
275 Response Time Based Optimal Web Service Selection  
276 Secure and Distributed Data Discovery and 

Dissemination in Wireless Sensor Networks  
277 Cost-Aware SEcure Routing (CASER) Protocol 

Design for Wireless Sensor Networks  
278 DDSGA: A Data-Driven Semi-Global Alignment 

Approach for Detecting Masquerade Attacks  

file:///C:/Users/Waseem/Desktop/PROJECT%2015-16/WEBSITE/16-17/www.academicprojectsbangalore.com


 Diginet Online India Pvt Ltd      
Projects @diginetonline.com        Mob:9008611118 

 www.academicprojectsbangalore.com 

 

@copyright-Diginet Online India Pvt Ltd.Bangalore 

                        www.academicprojectsbangalore.com  
 

279 Predistribution Scheme for Establishing Group Keys 

in Wireless Sensor Networks  
280 A Trust Management Scheme Based on Behavior  

Feedback for Opportunistic Networks  
281 Energy-Efficient Intrusion Detection and Mitigation 

for Networked Control Systems Security  
282 Revisiting Attribute-Based Encryption with 

Verifiable Outsourced Decryption  
283 Transparent Real-Time Task Scheduling on 

Temporal Resource Partitions  
284 Trust Enhanced Cryptographic Role-based Access 

Control for Secure Cloud Data Storage  
285 Verifiable Auditing for Outsourced Database in 

Cloud Computing  
286 Cloud-Assisted Safety Message Dissemination in 

VANET–Cellular Heterogeneous Wireless Network  
287 Location-Aware and Personalized Collaborative Filtering  for  Web Service 

Recommendation  

Mobile Computing 

288 Fast Data Collection in Tree-Based Wireless Sensor Networks                 (IEEE2012-Mobile 

computing)  
JDK 1.7, Java Swing,J2ME  

289 Staying Connected in a Mobile Healthcare System Experiences                                         (IEEE-

2010)  
Java, Jsp,J2ME,Mysql  

290 Multicast Multi-path Power Efficient Routing in Mobile ADHOC networks                             

(IEEE2010)  
Java RMI, SWING,J2ME  

291 Location Based Intelligent Mobile Organizer                                                                     (IEEE)  Android 2.2 Eclipse , JDK 6  

292 Remote PC Administration Using J2ME  JAVA, J2ME, MIDP2.0, CLDC1.1  

293 VAS for Hand Held Device-MM7 Protocol implementation  JAVA,J2ME, Servlets  

294 Mobile Invoice (Mobile Billing)  Java, JSP, J2ME  

295 SIP – Session Initiation Protocol (M-Conference)  J2ME,JAVA,SIP API  

296 M-banking  JAVA, WML, Nokia Tool Kit  

297 Android Attack Application  Android 2.2 Eclipse, JDK 6  

298 Tollgate payment System  Android 2.2 Eclipse, JDK 6  

299 Insurance in android  Android 2.2 Eclipse, JDK 6  

300 Android Student Result Analyzing System  Android SDK 2.1,JDK   

301 Online shopping Android Applicatin   Android SDK 2.1,JDK 6.0,SQLite  

302 Mobi Travel Guide – Smart way to travel  Android Google Api 1.5, Android   

303 Restaurant Table Order Management System  Android 2.2 Eclipse , JDK 6  

304 Mobile Location Alarm  Android, Eclipse ,Sun JDK 5  

305 Android Event Scheduler /Reminder Application  Android 2.2 Eclipse , JDK 6  
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306 Context-driven--Prescription-Based-Personal-Activity                                                       (IEEE-

2014)  
Android 2.2 Eclipse , JDK 6  

307 GreenDroid-Automated-Diagnosis-of-Energy-Inefficiency-for-Smartphone-Applications        

(IEEE-2014)  
Android 2.2 Eclipse , JDK 6  

308 Catch-Me-If-You-Can-Evaluating-Android-Anti-Malware-Against-Transformation-Attacks      

(IEEE-2014)  
Android 2.2 Eclipse , JDK 6  

309 Wedjat: A Mobile Phone Based Medicine In-take Reminder and Monitor S/B                      

(IEEE-2009)  
Android  

310 Hospital Management System Android  

311 Offline Course Learning System 

 

Android 

312 Genuine Buyers Management in People Online Bazaar  

313 Blood Bank System in Android  

314 TOURIST GUIDE SYSTEM APP  

315 Business Card Maker  

 

316 Child Activity Recognization Using Accelerometer and RFID Reader  Hardware+Android  

317 Centralized LPG Cylinders Theft Detection System With Security Alerts  Hardware+Android  

318 NFC-Enabled Smartphone Application for Drug Interaction and Drug Allergy Detection  Hardware+Android  

319 Reactive Navigation of Multiple Moving Agents in Room Environment  Hardware+Android  

320 HEALTH @ HOME – Remote monitoring of vital signs  Hardware+Android  

321 Advanced Sofesticaed Techinques in Vehicles for Prevention of Accidents  Hardware+Android  

322 GPS based child tracking with server & SMS alert to parents  Hardware+Android  

323 Remote Electronic Lab Using Wireless Network Technology  Hardware+Android  

324 MEMS (Accelerometer) based robot motion control with fire, gas detection & control system 

with voice alert  
Hardware+Android  

325 Speech based monitoring using Android phone  Hardware+Android  

326 A Fair Fare System to Detect Tampering Using Android Phone  Hardware+Android  

327 Building Lighting Automation through the Integration with Wireless Sensor Network  Hardware+Android  

328 Speech Recognition Based Wireless Automation Of Home Loads With Fault Identification For 
Physically  
Challenged  

Hardware+Android  

329 More Efficient Home Energy Management System using Android Phone  Hardware+Android  

330 Lab Automation Using Android Phone Through Bluetooth Technology  Hardware+Android  

331 Human detection in natural disaster using PIR sensor  Hardware+Android  

332 Evidence Collection From Car Black Boxes Using Smart Phones  Hardware+Android  

333 Android Based Temperature and Voltage Measurement  Hardware+Android  

334 Robotic aid for survilence of human beings using zigbee  Hardware+Android  

335 Automatic Ordering And Billing in Hotels  Hardware+Android  

336 Industrial Automation for Mobile Device using Bluetooth Technology  Hardware+Android  

337 Android Based Robot Control  Hardware+Android  
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338 Health at the home:Remote health monitoring for patients and senior citizens at the home by 

using centralized web server   
Hardware+Android  

339 Transport/Travel Management System: Detection of Aggressive driving of commercial 

vehicles, along with Fuel theft detection, using centralized web server  
Hardware+Android  

340 Intelligent Food Management System: Maintenance of Agro and Non-Agro Foods in Cold 

Storage/Warehouse  
Hardware+Android  

341 Pick and Place Robot using Wireless Technology for Embedded Application  Hardware+Android  

342 Design and Construction of Mini-Robot for Gas LP Detection Using a Mobile Device  Hardware+Android  

343 Asset Tracking System Using GSM & GPS  Hardware+Android  

344 Vehicle Tracking and Locking System Based on GSM and GPS  Hardware+Android  

345 Theft Intimation of Vehicle Over SMS to Owner Who Can Stop the Engine Remotely  Hardware+Android  

346 MOBILE LOST IDENTIFIER USING CLOUD  Hardware+Android  

347 M-College Android App  Hardware+Android  

348 iMAS: Intelligent Mobile Advertising System  Hardware+Android  

349 Robotic automated food service provider is hotel with android based individual menu system  Hardware+Android  

350 ANDROID & BLUETOOTH BASED VOICE CONTROLLED WIRELESS SMART HOME SYSTEM  Hardware+Android  

351 Integrating Radio Frequency Identification Technology (RFID) in Academic Management 

System (AMS)  
Hardware+Android  

352 Design and Implementation of Client-Server based Remote Motor Control System Industrial  
Applications  

Hardware+Android  

353 Physical Activity and Behaviour Recognition of One-Two Year Old Child with Real time data 

collection for Doctors Observation  
Hardware+Android  

 

354 Value added sales tax information system   Java, Jsp,servlet,oracle  

355 Tanrox Work Force (Activity Control System)   J2EE,Struts,MySql  

356 Virtual office Management   Java,servlet, Jsp,sql, MS access  

357 Intranet Mailing System   Java, Jsp,sql server  

358 Collaborative White Board – core java   Java ,swing  

359 DCMS(Distributed channel management system)   Java, Jsp,servlet,oracle 10g  

360 Router Guide   Java, My SQL 4.0  

361 Text Editor – Core Java   Java  

362 Online Examination   Java,servlet, Jsp,sql server  

363 Customer Relationship Management –(CRM)   Java, Jsp,sql server  

364 Orkut Using Java   JAVA  

365 Telecom Inventory Management System   Java, JSP, Tomcat, MYSQL  

366 Global Tracker   Java, JSP, Tomcat, MYSQL  

367 Online Rental House Web Portal   Java, JSP, Tomcat, MYSQL  

368 Online University   Java, JSP, Tomcat, MYSQL  

369 Company Information Tracking System (CITS)   Java, JSP, Tomcat, MYSQL  

370 Steel Production Planning & Control   Servlet, jdbc, j2ee, oracle 9i, 

tomcat 5.5  

371 Appositeness Intendance (Health Card)   Servlet, jdbc, j2ee, oracle 10g  
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372 Career Information Maintenance (Placement Cell)   Servlet, jdbc, j2ee, oracle 10g  

373 Corporate Recruitment System (CRS)   Servlet, jdbc, j2ee, oracle 10g  

374 Data Centric Knowledge Management System (DCKMS)   Java, JSP, Tomcat, MYSQL  

375 E-Zest (resort management)   Java, JSP, Tomcat, MYSQL  

376 Medi Tracker     Servlet, jdbc, j2ee, oracle 10g  

377 Mortal Policy Outline (insurance company)   Servlet, jdbc, j2ee, oracle 10g  

378 Payroll Management system    Servlet, jdbc, j2ee, oracle 10g  

379 Resource Pool    Servlet, jdbc, j2ee, oracle 10g  

380 Lendingtree  ( loan agency)   Servlet, jdbc, j2ee, oracle 10g  

381 Pharmaceutical Product Distribution System   Servlet, jdbc, j2ee, oracle 10g  

382 LoanMonitoringSystem   Servlet, jdbc, j2ee, oracle 10g  

383 CartelCommunique ( multi-conference)   Servlet, jdbc, j2ee, oracle 10g  

384 Disposition Prospectus  (Government Schemes Management 

System)  
 Java, JSP, Tomcat, MYSQL  

385 Electorate Conspiracy (Automated e-Govt Certificates)   Servlet, jdbc, j2ee, oracle 10g  

386 Enterprise Resource Information System(ERIS)   Servlet, jdbc, j2ee, oracle 10g  

387 e-Learning (Technology E –Learning)   Servlet, jdbc, j2ee, oracle 10g  

 HP&MYSQL) 

388 Advance Company Account System   HTML, PHP, MYSQL  

389 Home appliances online purchase   HTML, PHP, MYSQL  

390 human insurance  administration   HTML, PHP, MYSQL  

391 Tagging in online social networks   HTML, PHP, MYSQL  

392 E-Tutor Online Jobs   HTML, PHP, MYSQL  

393 Online University   HTML, PHP, MYSQL  

394 web based learning system   HTML, PHP, MYSQL  

 

 

395 Long-Term Cross-Session Relevance Feedback Using Virtual Features                                       

(IEEE)  
.Net, c#.Net, SQL Server  

396 Digital Image Tracing by Sequential Multiple Watermarking                                                     

(IEEE)   
.Net 2003, C#.Net  

397 Vision Processing for Real-time 3-D Data Acquisition Based on Coded Structured Light                

(IEEE)  
C#.Net, Visual Studio 2005  

398 Neural Networks for Unicode Optical Character Recognition  C#.Net, Visual Studio 2005  

399 Cloud OS-Cloud Computing  ASP.Net Ajax Cloud Platform,   

400 Image Recognition with Neural Networks  C#.Net, Visual Studio 2005  

401 SpyNet  C#.Net, Visual Studio 2005  

402 Reversible Data Hiding In Encrypted Images By Reserving Room Before Encryption           (IEEE 

-2013)  
Visual Studio 2005/2008/ 

ASP.Net withC#,SQL Server 2008  

403 Privacy Preserving Delegated Access Control in Public Clouds.                                          (IEEE 

2013)    
Visual Studio 2005/2008/ 

ASP.Net withC#,SQL Server 2008  
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404 Energy Maps for Mobile Wireless Networks                                                                     (IEEE)  Visual Studio 2005/ 2008  

405 Attribute-based Access to Scalable Media in Cloud-assisted Content Sharing Networks   
(IEEE transactions on cloud computing)                                                                         (IEEE-2013)  

Visual Studio 2005/2008/ 

ASP.Net withC#,SQL Server 2008  

406 Privacy Preserving Data Sharing With Anonymous ID Assignment (IEEE transactions on 
forensics and  

security)                                                                                                                     (IEEE-2013)  

Visual Studio 2005/2008/ 

ASP.Net withC#,SQL Server 2008  

407 Visual Data Mining of Web Navigational Data                                                                  (IEEE-2010)  Visual Studio 2005/ 2008  

408 Fuzzy Keyword Search over Encrypted Data in Cloud Computing                                       (IEEE-

2010)  
.Net, SQL Server 2005  

409 An economic approach for scalable and highly-available distributed applications                 

(IEEE-2010)  
.Net, SQL Server 2005  

410 Privacy-Preserving Public Auditing for Data Storage Security in Cloud Computing                

(IEEE2010)  
.Net, SQL Server 2005  

411 Exploring Application-Level Semantics for Data Compression                                            (IEEE-

2011)  
.Net, SQL Server 2005  

412 Bridging Socially-Enhanced Virtual Communities                                                              (IEEE-2011)  .Net, SQL Server 2005  

413 Efficient Computation of Range Aggregates against Uncertain Location Based Queries        

(IEEE-2011)  
.Net, SQL Server 2005  

414 Improving Aggregate Recommendation Diversity Using Ranking-Based Techniques            

(IEEE-2011)  
.Net 2008, SQL Server 2005  

415 EMAP: Expedite Message Authentication Protocol for Vehicular Ad Hoc Networks.                

(IEEE2013)  
C#.Net, Visual Studio 2008  

416 Monitoring Service System from A Language – Action Perspective                                     (IEEE-

2011)  
.Net, SQL Server 2005  

417 Jamming-Aware Traffic Allocation for Multiple-Path Routing Using Portfolio Selection          

(IEEE-2011)  
.Net, SQL Server 2005  

418 Mobi-Sync: Efficient Time Synchronization for Mobile Underwater Sensor Networks.           

(IEEE-2013)  
Visual Studio 2005/ 2008  

419 BECAN: A Bandwidth-Efficient Cooperative Authentication Scheme for Filtering Injected False 
Data in  
Wireless Sensor Networks                                                                                            (IEEE-2012)    

C#.Net, Visual Studio 2008  

420 
Redundancy Management of Multipath Routing for Intrusion Tolerance in Heterogeneous 
Wireless  
Sensor Networks                                                                                                         (IEEE-2013)  

.Net, SQL Server 2005  

421 Scalable and Secure Sharing of Personal Health Records in Cloud Computing using Attribute-
based  

Encryption                                                                                                                  (IEEE-2013)  

C#.Net, Asp.Net, SQLServer 

2008  

422 Scalable Learning of Collective Behaviour                                                                       (IEEE-2012)  C#.Net, Asp.Net, SQLServer 

2005  

423 Towards Secure and Dependable Storage Services in Cloud Computing                             (IEEE-

2012)  
C#.Net, Asp.Net, SQLServer 

2005  

424 Bridging Social and Data Networks                               (IEEE-2012,Knowledge and Data 

Engineering)  
C#.Net, Asp.Net, SQLServer 

2005  

425 Defenses Against Large Scale Online Password Guessing Attacks By Using Persuasive Click 
Points             
                                                                                                     (IEEE-2012, Image Processing)  

C#.Net, Asp.Net, SQLServer 

2005  

426 Data Integrity Proofs in Cloud Storage                                                                           (IEEE-2011)  .Net, SQL Server 2005  
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427 Efficient Audit Service Outsourcing For Data Integrity in Clouds                                        (IEEE-

2012)  
C#.Net, Asp.Net, SQLServer 

2005  

428 SPOC: A Secure and Privacy-preserving Opportunistic Computing Framework for Mobile-
Healthcare  
Emergency                                                                                                                 (IEEE-2013)  

C#.Net,  SQLServer 2005  

429 Local Directional Number Pattern for Face Analysis: Face and Expression Recognition         

(IEEE-2013)  
C#.Net, Visual Studio 2008  

430 LBP-Based Edge-Texture Features For Object Recoginition                                               (IEEE-

2014)  
C#.Net, Asp.Net, SQLServer   

431 Panda: Public Auditing for Shared Data with Efficient User Revocation in the Cloud             

(IEEE-2014)  
C#.Net, Asp.Net, SQLServer   

432 Privacy-Preserving Multi-keyword Ranked Search over Encrypted Cloud Data                     (IEEE-

2014)  
C#.Net, Asp.Net, SQLServer   

433 Privacy Preserving Delegated Access Control in Public Clouds                                           (IEEE 

2014)    
C#.Net, Asp.Net, SQLServer   

434 A Secure Client Side DeduplicationScheme in  Cloud Storage Environments                       (IEEE 

2014)    
 C#.Net, Asp.Net, SQLServer   

435 A Secure and Dynamic Multi-keyword Ranked Search Scheme over Encrypted Cloud Data 

(IEEE  2015)     
C#.Net, Asp.Net, SQLServer   

436 An Attribute-assisted Reranking Model for Web Image Search                                         (IEEE 

2015)  
C#.Net, Asp.Net, SQLServer   

437 Detection and Rectification of Distorted Fingerprints                                                       (IEEE 2015)  C#.Net, Asp.Net, SQLServer   

438 Revealing the Trace of High-Quality JPEG Compression Through Quantization  
Noise Analysis                                                                                                            (IEEE 2015)  

C#.Net, Asp.Net, SQLServer  

439 RRW - A Robust and Reversible Watermarking Technique for Relational Data                    (IEEE 

2015)  
C#.Net, Asp.Net, SQLServer   

440 QUERY AWARE DETERMINIZATION OF UNCERTAIN OBJECTS                                         (IEEE 2015)  C#.Net, Asp.Net, SQLServer   

441 VoteTrust: Leveraging Friend Invitation Graph to Defend against Social Network 
Sybils 

 

442 Public Integrity Auditing for Dynamic Data Sharing with Multi-User Modification  

443 My Privacy My Decision: Control of Photo Sharing on Online Social Networks  

444 Knowledge Sharing in the Online Social Network of Yahoo! Answers and Its 

Implications 
 

445 Generating Searchable Public-Key Ciphertexts with Hidden Structures for Fast 

Keyword Search 
 

446 Automatic Face Naming by Learning Discriminative Affinity Matrices from Weakly 

Labeled Images 
 

447 Revealing the Trace of High-Quality JPEG Compression Through Quantization Noise 

Analysis 
 

Dotnet Application Projects(C#.Net,ASP.Net,SQL Server) 

448 Online Advnture/Check out My Trip/Online Tourism  Visual Studio, SQLServer 2008  
449  Automated Reformatory  Visual Studio, SQLServer 2008  
450  Corporate based credential cluster  Visual Studio, SQLServer 2008  
451  E2M Conference  Visual Studio, SQLServer 2008  
452  GISS  Visual Studio, SQLServer 2008  
453  Resort Management System  Visual Studio, SQLServer 2008  
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454  Online Tender  Visual Studio, SQLServer 2008  
455  H o s p i t a l M a n a g e m e n t  Visual Studio, SQLServer 2008  
456  G a s A g e n c y S y s t e m  Visual Studio, SQLServer 2008  
457  Insurance on Internet  Visual Studio, SQLServer 2008  
458  Intelligent Transportation  Visual Studio, SQLServer 2008  
459  Webmart  Visual Studio, SQLServer 2008  
460  Course Milestone  Visual Studio, SQLServer 2008  
461  Client Server Based Live Meeting  Visual Studio, SQLServer 2008  
462  Courier Automation  Visual Studio, SQLServer 2008  
463  Vehicle Monitoring System  Visual Studio, SQLServer 2008  
464  Online Auction  Visual Studio, SQLServer 2008  
465  Steganography  Visual Studio, SQLServer 2008  
466  Hotel Management  Visual Studio, SQLServer 2008  
467  Construction Plus System  Visual Studio, SQLServer 2008  
468  Online Shopping  Visual Studio, SQLServer 2008  
469  College Management System  Visual Studio, SQLServer 2008  
470  Online Examination Enabled with Ajax  Visual Studio, SQLServer 2008  
471  Desktop Activity Recorder for PC Monitoring  Visual Studio, SQLServer 2008  
472  Industrial Manpower Resource Organizer  Visual Studio, SQLServer 2008  
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CLOUD PROJECTS 

----------------------------------------------------------------- 

Cost-Efficient Provisioning Strategy for Multiple Services in 

Distributed Clouds 

 

Cloud platforms offer computing, storage and other related resources to cloud consumers in the 

form of Virtual Machines (VMs), and allow VMs scaling according to the workload characteristic. 

Specially, with cloud computing, service providers need no longer to maintain a large number of 

expensive physical machines, which can significantly reduce the cost. However, it is still a 

challenge for service providers to purchase the optimal number of VMs from distributed clouds 

due to the uncertainty of the service demands and the operational cost. To address this problem, 

in this paper, a Cost-efficient Provisioning strategy for Multiple concurrent Services (CPMS) in 

distributed clouds is proposed by formulating and solving a two-stage stochastic programming 

model. The objective of this model is to minimize the resource cost of purchasing VMs in the first 

stage and maximize the expected profit in the second stage. Due to the large number of system 

states (scenarios) in the environment with multiple services and distributed clouds, the sample 

average approximation is applied to solve the proposed stochastic programming. Finally, the 

experiments are carried out based on real workload traces to show the attainable performance 

of the proposed strategy. 

 

Design and Verification of Software-Defined RAID for Hybrid Cloud 

Storage 
 

This paper proposes a software defined storaging method to converge the network virtualization 

technique and the RAID of distributed hybrid cloud storage environment. The proposed method designs 

software-defined based storage which it apply a flexible control and maintenance of distributed hybrid 

cloud storages. In addition, the method overcomes the restricted of physical storage capacity and cut 

costs of data recovery. The proposed Software-Defined RAID based failover recovery techniques have 

been tested the substantial verification using public AWS and Google Storage. 
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Machine Learning with Sensitivity Analysis to Determine Key Factors 

Contributing to Energy Consumption in Cloud Data Centers 
 

Machine learning (ML) approach to modeling and predicting real-world dynamic system behaviours has 

received widespread research interest. While ML capability in approximating any nonlinear or complex 

system is promising, it is often a black-box approach, which lacks the physical meanings of the actual 

system structure and its parameters, as well as their impacts on the system. This paper establishes a model 

to provide explanation on how system parameters affect its output(s), as such knowledge would lead to 

potential useful, interesting and novel information. The paper builds on our previous work in ML, and also 

combines an evolutionary artificial neural networks with sensitivity analysis to extract and validate key 

factors affecting the cloud data center energy performance. This provides an opportunity for software 

analysts to design and develop energy-aware applications and for Hadoop administrator to optimize the 

Hadoop infrastructure by having Big Data partitioned in bigger chunks and shortening the time to 

complete MapReduce jobs. 

 

Performance and Monetary Cost of Large-Scale Distributed Graph 

Processing on Amazon Cloud 
 

Graph analytics has become essential to uncover relationship insights in complex systems. As graphs grow 

in scale, several graph-parallel frameworks including Pregel, GraphLab, and PowerGraph are developed 

based on commodity computers and/or Cloud instances. According to recent research and empirical 

performance evaluation, system optimization on PowerGraph allow it to outperform others significantly 

for processing natural graphs with skewed degree distribution. However, the performance characters, 

resource usage pattern and monetary cost have never been explored in-depth. In this paper, PowerGraph 

are evaluated with three different algorithms on Amazon EC2 instances with upto 768 CPU cores. We find 

that thegraph processing performance does not always increase with the increasing Cloud resources. Due 

to synchronization overheads, resources are not fully utilized. Graph processing tasks may prefer different 

execution strategies with specified number and type of Cloud instances to achieve high cost-efficiency, 

playing the trade-off between monetary cost and execution performance. 

 

Flexible Container-Based Computing Platform on Cloud for Scientific 

Workflows 
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Cloud computing is expected to be a promising solution for scientific computing. In this paper, we propose 

a flexible container-based computing platform to run scientific workflows on cloud. We integrate Galaxy, 

a popular biology workflow system, with four famous container cluster systems. Preliminary evaluation 

shows that container cluster systems introduce negligible performance overhead for data intensive 

scientific workflows, meanwhile, they are able to solve tool installation problem, guarantee 

reproducibility and improve resource utilization. Moreover, we implement four ways of using Docker, the 

most popular container tool, for our platform. Docker in Docker and Sibling Docker, which run everything 

within containers, both help scientists easily deploy our platform on any clouds in a few minutes. 

 

2017 

Online Learning for Offloading and Autoscaling in Energy Harvesting 

Mobile Edge Computing 
 

Mobile edge computing (a.k.a. fog computing) has recently emerged to enable in-situ processing of delay-

sensitive applications at the edge of mobile networks. Providing grid power supply in support of mobile 

edge computing, however, is costly and even infeasible (in certain rugged or under-developed areas), thus 

mandating on-site renewable energy as a major or even sole power supply in increasingly many scenarios. 

Nonetheless, the high intermittency and unpredictability of renewable energy make it very challenging to 

deliver a high quality of service to users in energy harvesting mobile edge computing systems. In this 

paper, we address the challenge of incorporating renewables into mobile edge computing and propose 

an efficient reinforcement learning-based resource management algorithm, which learns on-the-fly the 

optimal policy of dynamic workload offloading (to the centralized cloud) and edge server provisioning to 

minimize the long-term system cost (including both service delay and operational cost). Our online 

learning algorithm uses a decomposition of the (offline) value iteration and (online) reinforcement 

learning, thus achieving a significant improvement of learning rate and run-time performance when 

compared to standard reinforcement learning algorithms such as Q-learning. We prove the convergence 

of the proposed algorithm and analytically show that the learned policy has a simple monotone structure 

amenable to practical implementation. Our simulation results validate the efficacy of our algorithm, which 

significantly improves the edge computing performance compared to fixed or myopic optimization 

schemes and conventional reinforcement learning algorithms. 

2017 
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Strategic Trust in Cloud-Enabled Cyber-Physical Systems with an 

Application to Glucose Control 
 

Advances in computation, sensing, and networking have led to interest in the Internet of things (IoT) and 

cyberphysical systems (CPS). Developments concerning the IoT and CPS will improve critical 

infrastructure, vehicle networks, and personal health products. Unfortunately, these systems are 

vulnerable to attack. Advanced persistent threats (APTs) are a class of long-term attacks in which well-

resourced adversaries infiltrate a network and use obfuscation to remain undetected. In a CPS under APTs, 

each device must decide whether to trust other components that may be compromised. In this paper, we 

propose a concept of trust (strategic trust) that uses game theory to capture the adversarial and strategic 

nature of CPS security. Specifically, we model an interaction between the administrator of a cloud service, 

an attacker, and a device that decides whether to trust signals from the vulnerable cloud. Our framework 

consists of a simultaneous signaling game and the FlipIt game. The equilibrium outcome in the signaling 

game determines the incentives in the FlipIt game. In turn, the equilibrium outcome in the FlipIt game 

determines the prior probabilities in the signaling game. The Gestalt Nash equilibrium (GNE) characterizes 

the steady state of the overall macro-game. The novel contributions of this paper include proofs of the 

existence, uniqueness, and stability of the GNE. We also apply GNEs to strategically design a trust 

mechanism for a cloud-assisted insulin pump. Without requiring the use of historical data, the GNE obtains 

a risk threshold beyond which the pump should not trust messages from the cloud. Our framework 

contributes to a modeling paradigm called games-of-games. 

2017 

 

Resource Management in Sustainable Cyber-Physical Systems Using 

Heterogeneous Cloud Computing 
 

The substantial growth of the distributed computing using heterogeneous computing has enabled great 

expansions in Cyber Physical Systems (CPS). Combining CPS with heterogeneous cloud computing is an 

alternative approach for increasing sustainability of the system. However, execution of resource 

management in cloud systems is still encountering a few challenges, including the bottlenecks of the Web 

server capacities and task assignments in the heterogeneous cloud. The unstable service demands often 

result in service delays, which embarrasses the competitiveness of the enterprises. This paper addresses 

the problem of the task assignment in heterogeneous clouds, which is proved as a NP-hard problem. The 

proposed approach is called Smart Cloud-based Optimizing Workload (SCOW) Model that uses predictive 

cloud capacities and considers sustainable factors to assign tasks to heterogeneous clouds. To reach the 

optimization objective, we propose a few algorithms, which include Workload Resource Minimization 
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Algorithm (WRM), Smart Task Assignment (STA) Algorithm, and Task Mapping Algorithm (TMA). Our 

experimental evaluations have examined the performance of the proposed scheme. 

2017 

 

Research on the Architecture and its Implementation for Instrumentation 

and Measurement Cloud 
 

Cloud computing has brought a new method of resource utilization and management. Nowadays some 

researchers are working on cloud-based instrumentation and measurement systems designated as 

Instrumentation and Measurement Clouds (IMCs). However, until now, no standard definition or detailed 

architecture with an implemented system for IMC has been presented. This paper adopts the philosophy 

of cloud computing and brings forward a relatively standard definition and a novel architecture for IMC. 

The architecture inherits many key features of cloud computing, such as service provision on demand, 

scalability and so on, for remote Instrumentation and Measurement (IM) resource utilization and 

management. In the architecture, instruments and sensors are virtualized into abstracted resources, and 

commonly used IM functions are wrapped into services. Users can use these resources and services on 

demand remotely. Platforms implemented under such architecture can reduce the investment for 

building IM systems greatly, enable remote sharing of IM resources, increase utilization efficiency of 

various resources, and facilitate processing and analyzing of Big Data from instruments and sensors. 

Practical systems with a typical application are implemented upon the architecture. Results demonstrate 

that the novel IMC architecture can provide a new effective and efficient framework for establishing IM 

systems. 

2017 

 

Linked Semantic Model for Information Resource Service towards Cloud 

Manufacturing 
 

Information resource services are the key element for resource sharing in cloud manufacturing. 

Traditional resource service models focus on modelling the attributes, interfaces and descriptions of the 

resources into resource information services. Such resource services are suitable for local environment 

but suffer semantic heterogeneities in open could environment. Recently, well designed ontologies are 

applied in resource service models to unify the schemas and eliminate the semantic heterogeneities 
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among the services. However, the effectiveness of ontology-based models mainly depends on the 

expertises of the ontology experts in ontology designing. Moreover, it is difficult to catch the dynamic 

changes in the cloud once the ontology has been embedded. In this paper, a semantic model is presented 

for information resource service modelling that uses semantic links instead of ontologies. The model takes 

advantage of semantic links to enable automated integrating and distributed updating in resource service 

cloud. In the experiment, the model is applied on practical manufacturing resources from a wheel 

manufacturing company. The case study and experimental results show that the proposed model is 

suitable for modelling manufacturing resources into cloud services and enables the flexible and 

distributed manipulation on resource services in the cloud environment. 

2017 

 

Towards Approximating the Mean Time to Failure in Vehicular Clouds 
 

In a recent paper, Ghazizadeh et al. have studied vehicular clouds running on top of the vehicles in the 

parking lot of a major airport. The defining difference between vehicular clouds and their conventional 

counterparts is the unpredictable availability of computational resources. Indeed, as vehicles enter the 

parking lot, fresh compute resources become available; when vehicles depart, their compute resources 

leave with them. In such a volatile environment, the task of promoting reliability becomes quite 

challenging. To solve the reliability problem, Ghazizadeh et al. suggested employing redundancy-based 

job assignment strategies. They derived analytical expressions for the mean time to failure of these 

strategies. Their expressions require full knowledge of the distribution of vehicle residency times and of 

the time it takes to recruit a vehicle into the vehicular cloud. In a practical context, the datacenter manager 

does not know these distribution functions. Instead, using accumulated empirical evidence, she may know 

the first and perhaps the second moment of these random variables. With this in mind, this paper derives 

easy-to-compute approximations of the mean time to failure of the job assignment strategies proposed 

by Ghazizadeh et al.. A comprehensive set of simulations have shown that our approximations are very 

close to the analytical predictions by Ghazizadeh et al. even if the exact distribution functions are not 

known. 

2017 

 

Performance-Oriented Deployment of Streaming Applications on Cloud 
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Performance of streaming applications are significantly impacted by the deployment decisions made at 

infrastructure level, i.e., number and configuration of resources allocated for each functional unit of the 

application. The current deployment practices are mostly platform-oriented, meaning that the 

deployment configuration is tuned to a static resource-set environment and thus is inflexible to use in 

cloud with an on-demand resource pool. In this paper, we propose P-Deployer, a deployment framework 

that enables streaming applications to run on IaaS clouds with satisfactory performance and minimal 

resource consumption. It achieves performance-oriented, cost-efficient and automated deployment by 

holistically optimizing the decisions of operator parallelization, resource provisioning, and task mapping. 

Using a Monitor-Analyze-Plan-Execute (MAPE) architecture, P-Deployer iteratively builds the connection 

between performance outcome and resource consumption through task profiling and models the 

deployment problem as a bin-packing variant. Extensive experiments using both synthetic and real-world 

streaming applications have shown the correctness and scalability of our approach, and demonstrated its 

superiority compared to platform-oriented methods in terms of resource cost. 

2017 

 

Coherent Semantic-Visual Indexing for Large-Scale Image Retrieval in the 

Cloud 
 

The rapidly increasing number of images on the internet has further increased the need for efficient 

indexing for digital image searching of large databases. The design of a cloud service that provides high 

efficiency but compact image indexing remains challenging, partly due to the well-known semantic gap 

between user queries and the rich semantics of large-scale data sets. In this paper, we construct a novel 

joint semantic-visual space by leveraging visual descriptors and semantic attributes, which narrows the 

semantic gap by combining both attributes and indexing into a single framework. Such a joint space 

embraces the flexibility of coherent semantic-visual indexing, which employs binary codes to boost 

retrieval speed while maintaining accuracy. To solve the proposed model, we make the following 

contributions. First, we propose an interactive optimization method to find the joint semantic and visual 

descriptor space. Second, we prove convergence of our optimization algorithm, which guarantees a good 

solution after a certain number of iterations. Third, we integrate the semantic-visual joint space system 

with spectral hashing, which finds an efficient solution to search up to billion-scale data sets. Finally, we 

design an online cloud service to provide a more efficient online multimedia service. Experiments on two 

standard retrieval datasets (i.e., Holidays1M, Oxford5K) show that the proposed method is promising 

compared with the current state-of-the-art and that the cloud system significantly improves performance. 

2017 
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Smart Grid Solution for Charging and Discharging Services Based on Cloud 

Computing Scheduling 
 

Smart Grid (SG) technology represents an unprecedented opportunity to transfer the energy industry into 

a new era of reliability, availability, and efficiency that will contribute to our economic and environmental 

health. On the other hand, the emergence of Electric Vehicles (EVs) promises to yield multiple benefits to 

both power and transportation industry sectors, but it is also likely to affect the SG reliability, by 

consuming massive energy. Nevertheless, the plug-in of EVs at public supply stations must be controlled 

and scheduled in order to reduce the peak load. This paper considers the problem of plug-in EVs at public 

supply stations (EVPSS). A new communication architecture for smart grid and cloud services is 

introduced. Scheduling algorithms are proposed in order to attribute priority levels and optimize the 

waiting time to plug-in at each EVPSS. To the best of our knowledge, this is one of the first papers 

investigating the aforementioned issues using new network architecture for smart grid based on cloud 

computing. We evaluate our approach via extensive simulations and compare it with two other recently 

proposed works, based on real supply energy scenario in Toronto. Simulation results demonstrate the 

effectiveness of the proposed approach when considering real EVs charging-discharging loads at peak-

hours periods. 

 

 

 

Performance-Oriented Deployment of Streaming Applications on Cloud 
 

Performance of streaming applications are significantly impacted by the deployment decisions made at 

infrastructure level, i.e., number and configuration of resources allocated for each functional unit of the 

application. The current deployment practices are mostly platform-oriented, meaning that the 

deployment configuration is tuned to a static resource-set environment and thus is inflexible to use in 

cloud with an on-demand resource pool. In this paper, we propose P-Deployer, a deployment framework 

that enables streaming applications to run on IaaS clouds with satisfactory performance and minimal 

resource consumption. It achieves performance-oriented, cost-efficient and automated deployment by 

holistically optimizing the decisions of operator parallelization, resource provisioning, and task mapping. 

Using a Monitor-Analyze-Plan-Execute (MAPE) architecture, P-Deployer iteratively builds the connection 

between performance outcome and resource consumption through task profiling and models the 

deployment problem as a bin-packing variant. Extensive experiments using both synthetic and real-world 

streaming applications have shown the correctness and scalability of our approach, and demonstrated its 

superiority compared to platform-oriented methods in terms of resource cost. 
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Achieving Efficient and Privacy-Preserving Cross-Domain Big Data 

Deduplication in Cloud 
 

Secure data deduplication can significantly reduce the communication and storage overheads in cloud 

storage services, and has potential applications in our big data-driven society. Existing data deduplication 

schemes are generally designed to either resist brute-force attacks or ensure the efficiency and data 

availability, but not both conditions. We are also not aware of any existing scheme that achieves 

accountability, in the sense of reducing duplicate information disclosure (e.g., to determine whether 

plaintexts of two encrypted messages are identical). In this paper, we investigate a three-tier cross-

domain architecture, and propose an efficient and privacy-preserving big data deduplication in cloud 

storage (hereafter referred to as EPCDD). EPCDD achieves both privacy-preserving and data availability, 

and resists brute-force attacks. In addition, we take accountability into consideration to offer better 

privacy assurances than existing schemes. We then demonstrate that EPCDD outperforms existing 

competing schemes, in terms of computation, communication and storage overheads. In addition, the 

time complexity of duplicate search in EPCDD is logarithmic. 
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BIG DATA 

--------------------------------------- 

2017 

 

A Survey on Geographically Distributed Big-Data Processing using 

MapReduce 
 

Hadoop and Spark are widely used distributed processing frameworks for large-scale data processing in 

an efficient and fault-tolerant manner on private or public clouds. These big-data processing systems are 

extensively used by many industries, e.g., Google, Facebook, and Amazon, for solving a large class of 

problems, e.g., search, clustering, log analysis, different types of join operations, matrix multiplication, 

pattern matching, and social network analysis. However, all these popular systems have a major drawback 

in terms of locally distributed computations, which prevent them in implementing geographically 

distributed data processing. The increasing amount of geographically distributed massive data is pushing 

industries and academia to rethink the current big-data processing systems. The novel frameworks, which 

will be beyond state-of-the-art architectures and technologies involved in the current system, are 

expected to process geographically distributed data at their locations without moving entire raw datasets 

to a single location. In this paper, we investigate and discuss challenges and requirements in designing 

geographically distributed data processing frameworks and protocols. We classify and study batch 

processing (MapReduce-based systems), stream processing (Spark-based systems), and SQL-style 

processing geo-distributed frameworks, models, and algorithms with their overhead issues. 

2017 

 

Achieving Efficient and Privacy-Preserving Cross-Domain Big Data 

Deduplication in Cloud 
 

Secure data deduplication can significantly reduce the communication and storage overheads in cloud 

storage services, and has potential applications in our big data-driven society. Existing data deduplication 

schemes are generally designed to either resist brute-force attacks or ensure the efficiency and data 
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availability, but not both conditions. We are also not aware of any existing scheme that achieves 

accountability, in the sense of reducing duplicate information disclosure (e.g., to determine whether 

plaintexts of two encrypted messages are identical). In this paper, we investigate a three-tier cross-

domain architecture, and propose an efficient and privacy-preserving big data deduplication in cloud 

storage (hereafter referred to as EPCDD). EPCDD achieves both privacy-preserving and data availability, 

and resists brute-force attacks. In addition, we take accountability into consideration to offer better 

privacy assurances than existing schemes. We then demonstrate that EPCDD outperforms existing 

competing schemes, in terms of computation, communication and storage overheads. In addition, the 

time complexity of duplicate search in EPCDD is logarithmic. 

 

2017 

pg-Causality: Identifying Spatiotemporal Causal Pathways for Air 

Pollutants with Urban Big Data 
 

Many countries are suffering from severe air pollution. Understanding how different air pollutants 

accumulate and propagate is critical to making relevant public policies. In this paper, we use urban big 

data (air quality data and meteorological data) to identify the spatiotemporal (ST) causal pathways for air 

pollutants. This problem is challenging because: (1) there are numerous noisy and low-pollution periods 

in the raw air quality data, which may lead to unreliable causality analysis; (2) for large-scale data in the 

ST space, the computational complexity of constructing a causal structure is very high; and (3) the ST 

causal pathways are complex due to the interactions of multiple pollutants and the influence of 

environmental factors. Therefore, we present pg-Causality, a novel pattern-aided graphical causality 

analysis approach that combines the strengths of pattern mining and Bayesian learning to efficiently 

identify the ST causal pathways. First, pattern mining helps suppress the noise by capturing frequent 

evolving patterns (FEPs) of each monitoring sensor, and greatly reduce the complexity by selecting the 

pattern-matched sensors as “causers”. Then, Bayesian learning carefully encodes the local and ST causal 

relations with a Gaussian Bayesian Network (GBN)-based graphical model, which also integrates 

environmental influences to minimize biases in the final results. We evaluate our approach with three 

real-world data sets containing 982 air quality sensors in 128 cities, in three regions of China from 01-Jun-

2013 to 31-Dec-2016. Results show that our approach outperforms the traditional causal structure 

learning methods in time efficiency, inference accuracy and interpretability. 

 

Pattern Discovery in Internet Background Radiation 
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Internet Background Radiation (IBR) is observed in empty network address spaces. No traffic should arrive 

there, but it does in overwhelming quantities, gathering evidences of attacks, malwares and 

misconfigurations. The study of IBR helps to detect spreading network problems, common vulnerabilities 

and attack trends. However, network traffic data evolves quickly and is of high volume and diversity, i.e., 

an outstanding big data challenge. When used to assist network security, it also requires the online 

classification of dynamic streaming data. In this paper, we introduce an AGgregation & Mode (AGM) 

vector to represent network traffic. The AGM format characterizes IP hosts by extracting aggregated and 

mode values of IP header fields, and without inspecting payloads. We performed clustering and statistical 

analysis to explore six months of IBR from 2012 with the AGM mapping. The discovered patterns allow 

building a classification of IBR, which identifies phenomena that have been actively polluting the Internet 

for years. The AGM representation is light and tailored for monitoring and pattern discovery. We show 

that AGM vectors are suitable to analyze large volumes of network traffic: they capture permanent 

operations, such as long term scanning, as well as bursty events from targeted attacks and short term 

incidents. 

 

Big Data for Cybersecurity: Vulnerability Disclosure Trends and 

Dependencies 
 

Complex Big Data systems in modern organisations are progressively becoming attack targets by existing 

and emerging threat agents. Elaborate and specialised attacks will increasingly be crafted to exploit 

vulnerabilities and weaknesses. With the ever-increasing trend of cybercrime and incidents due to these 

vulnerabilities, effective vulnerability management is imperative for modern organisations regardless of 

their size. However, organisations struggle to manage the sheer volume of vulnerabilities discovered on 

their networks. Moreover, vulnerability management tends to be more reactive in practice. Rigorous 

statistical models, simulating anticipated volume and dependence of vulnerability disclosures, will 

undoubtedly provide important insights to organisations and help them become more proactive in the 

management of cyber risks. By leveraging the rich yet complex historical vulnerability data, our proposed 

novel and rigorous framework has enabled this new capability. By utilising this sound framework, we 

initiated an important study on not only handling persistent volatilities in the data but also further 

unveiling multivariate dependence structure amongst different vulnerability risks. In sharp contrast to the 

existing studies on univariate time series, we consider the more general multivariate case striving to 

capture their intriguing relationships. Through our extensive empirical studies using the real world 

vulnerability data, we have shown that a composite model can effectively capture and preserve long-term 

dependency between different vulnerability and exploit disclosures. In addition, the paper paves the way 

for further study on the stochastic perspective of vulnerability proliferation towards building more 

accurate measures for better cyber risk management as a whole. 
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Robust Big Data Analytics for Electricity Price Forecasting in the Smart 

Grid 
 

Electricity price forecasting is a significant part of smart grid because it makes smart grid cost efficient. 

Nevertheless, existing methods for price forecasting may be difficult to handle with huge price data in the 

grid, since the redundancy from feature selection cannot be averted and an integrated infrastructure is 

also lacked for coordinating the procedures in electricity price forecasting. To solve such a problem, a 

novel electricity price forecasting model is developed. Specifically, three modules are integrated in the 

proposed model. First, by merging of Random Forest (RF) and Relief-F algorithm, we propose a hybrid 

feature selector based on Grey Correlation Analysis (GCA) to eliminate the feature redundancy. Second, 

an integration of Kernel function and Principle Component Analysis (KPCA) is used in feature extraction 

process to realize the dimensionality reduction. Finally, to forecast price classification, we put forward a 

differential evolution (DE) based Support Vector Machine (SVM) classifier. Our proposed electricity price 

forecasting model is realized via these three parts. Numerical results show that our proposal has superior 

performance than other methods. 

 

A Survey on Geographically Distributed Big-Data Processing using 

MapReduce 
 

Hadoop and Spark are widely used distributed processing frameworks for large-scale data processing in 

an efficient and fault-tolerant manner on private or public clouds. These big-data processing systems are 

extensively used by many industries, e.g., Google, Facebook, and Amazon, for solving a large class of 

problems, e.g., search, clustering, log analysis, different types of join operations, matrix multiplication, 

pattern matching, and social network analysis. However, all these popular systems have a major drawback 

in terms of locally distributed computations, which prevent them in implementing geographically 

distributed data processing. The increasing amount of geographically distributed massive data is pushing 

industries and academia to rethink the current big-data processing systems. The novel frameworks, which 

will be beyond state-of-the-art architectures and technologies involved in the current system, are 

expected to process geographically distributed data at their locations without moving entire raw datasets 

to a single location. In this paper, we investigate and discuss challenges and requirements in designing 

geographically distributed data processing frameworks and protocols. We classify and study batch 

processing (MapReduce-based systems), stream processing (Spark-based systems), and SQL-style 

processing geo-distributed frameworks, models, and algorithms with their overhead issues. 

file:///C:/Users/Waseem/Desktop/PROJECT%2015-16/WEBSITE/16-17/www.academicprojectsbangalore.com


 Diginet Online India Pvt Ltd      
Projects @diginetonline.com        Mob:9008611118 

 www.academicprojectsbangalore.com 

 

@copyright-Diginet Online India Pvt Ltd.Bangalore 

                        www.academicprojectsbangalore.com  
 

 

Big Data Sanitization and Cyber Situational Awareness: A Network 

Telescope Perspective 
 

This paper addresses the problems of data sanitization and cyber situational awareness by analyzing 910 

GB of real Internet-scale traffic, which has been passively collected by monitoring close to 16.5 million 

darknet IP addresses from a /8 and a /13 network telescopes. First, the paper offers a novel probabilistic 

darknet preprocessing model, which aims at sanitizing darknet data to prepare it for effective use in the 

task of cyber threat intelligence generation. Such model has been engineered using a distributed 

multithreaded approach, rendering it highly effective on darknet big data. Second, the paper further 

contributes by presenting an innovative approach to infer large-scale orchestrated probing campaigns by 

leveraging darknet data, for Internet cyber situational awareness. The approach uniquely reduces the 

dimensionality of such big data by utilizing its artifacts, instead of processing the actual raw data. This is 

accomplished by extracting and analyzing probing time series using formal methods rooted in Fourier 

transform and Kalman filtering. Thorough empirical evaluations indeed validate the accuracy and the 

performance of the proposed methods. We assert that such approaches are of significant value, given 

their highly applicable nature to the field of Internet measurements for cyber security in the era of big 

data. 

 

Content-aware Partial Compression for Textual Big Data Analysis in 

Hadoop 
 

A substantial amount of information in companies and on the Internet is present in the form of text. The 

value of this semi-structured and unstructured data has been widely acknowledged, with consequent 

scientific and commercial exploitation. The ever-increasing data production, however, pushes data 

analytic platforms to their limit. Compression as an effective means to reduce data size has been 

employed by many emerging data analytic platforms, whom the main purpose of data compression is to 

save storage space and reduce data transmission cost over the network. Since general purpose 

compression methods endeavour to achieve higher compression ratios by leveraging data transformation 

techniques and contextual data, this context-dependency forces the access to the compressed data to be 

sequential. Processing such compressed data in parallel, such as desirable in a distributed environment, 

is extremely challenging. This work proposes techniques for more efficient textual big data analysis with 

an emphasis on content-aware compression schemes suitable for the Hadoop analytic platform. The 

compression schemes have been evaluated for a number of standard MapReduce analysis tasks using a 
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collection of public and private real-world datasets. In comparison with existing solutions, they have 

shown substantial improvement in performance and significant reduction in system resource 

requirements. 

 

Effective Prediction of Missing Data on Apache Spark over Multivariable 

Time Series 
 

More massive volume of data are generated in many areas than ever before. However, the missing of 

some values in collected data always occurs in practice and challenges extracting maximal value from 

these large scale data sets. Nevertheless, in multivariable time series, most of the existing methods either 

might be infeasible or could be inefficient to predict the missing data. In this paper, we have taken up the 

challenge of missing data prediction in multivariable time series by employing improved matrix 

factorization techniques. Our approaches are optimally designed to largely utilize both the internal 

patterns of each time series and the information of time series across multiple sources. Based on the idea, 

we have imposed three different regularization terms to constrain the objective functions of matrix 

factorization and built five corresponding models. Extensive experiments on real-world data sets and 

synthetic data set demonstrate that the proposed approaches can effectively improve the performance 

of missing data prediction in multivariable time series. Furthermore, we have also demonstrated how to 

take advantage of the high processing power of Apache Spark to perform missing data prediction in large 

scale multivariable time series. 

 

Optimizing Share Size in Efficient and Robust Secret Sharing Scheme for 

Big Data 
 

Secret sharing scheme has been applied commonly in distributed storage for Big Data. It is a method for 

protecting outsourced data against data leakage and for securing key management systems. The secret is 

distributed among a group of participants where each participant holds a share of the secret. The secret 

can be only reconstructed when a sufficient number of shares are reconstituted. Although many secret 

sharing schemes have been proposed, they are still inefficient in terms of share size, communication cost 

and storage cost; and also lack robustness in terms of exact-share repair. In this paper, for the first time, 

we propose a new secret sharing scheme based on Slepian-Wolf coding. Our scheme can achieve an 

optimal share size utilizing the simple binning idea of the coding. It also enhances the exact-share repair 

feature whereby the shares remain consistent even if they are corrupted. We show, through experiments, 
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how our scheme can significantly reduce the communication and storage cost while still being able to 

support direct share repair leveraging lightweight exclusive-OR (XOR) operation for fast computation. 

 

Semantic-based and Entity-Resolution Fusion to Enhance Quality of Big 

RDF Data 
 

Within an organisation, the quality in big data is a cornerstone to operational, transactional processes and 

to the reliability of business analytics for decision making. In fact, as organizations are harnessing multi-

sources data to rise the benefits of their business, the quality of data becomes important and crucial. This 

paper presents a new approach to query big data sources using Resource Description Framework (RDF) 

representation to ensure data quality by harvesting more relevant and complete query results. Our 

approach handles two important types of heterogeneity over multiple data sources: semantic 

heterogeneity and URI-based entity identification. It proposes (1) a semantic entity resolution method 

based on inference mechanism using rules to manage the misunderstanding of data, in real world entities 

(2) Data Quality enhancement using MapReduce-based query rewriting approach includes the entity 

resolution results to infer and adds implicit data into query results (3) a parallel combination of 

MapReduce jobs of saturation and query rewriting inferences to handle transitive and cyclic rules for a 

richer rules’ expression language (4) experiments to assess the efficiency of the proposed approach over 

real big RDF data originating from insurance and synthetic data sets. 

 

 

 

Big Data Based Security Analytics for Protecting Virtualized 

Infrastructures in Cloud Computing 
 

Virtualized infrastructure in cloud computing has become an attractive target for cyberattackers to launch 

advanced attacks. This paper proposes a novel big data based security analytics approach to detecting 

advanced attacks in virtualized infrastructures. Network logs as well as user application logs collected 

periodically from the guest virtual machines (VMs) are stored in the Hadoop Distributed File System 

(HDFS). Then, extraction of attack features is performed through graph-based event correlation and 

MapReduce parser based identification of potential attack paths. Next, determination of attack presence 

is performed through two-step machine learning, namley logistic regression is applied to calculate attack's 
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conditional probabilities with respect to the attributes, and belief propagation is applied to calculate the 

belief in existence of an attack based on them. Experiments are conducted to evaluate the proposed 

approach using well-known malware as well as in comparison with existing security techniques for 

virtualized infrastructure. The results show that our proposed approach is effective in detecting attacks 

with minimal performance overhead. 

 

Smart Monitoring Cameras Driven Intelligent Processing to Big 

Surveillance Video Data 
 

Video surveillance system has become a critical part in the security and protection system of modem 

cities, since smart monitoring cameras equipped with intelligent video analytics techniques can monitor 

and pre-alarm abnormal behaviors or events. However, with the expansion of the surveillance network, 

massive surveillance video data poses huge challenges to the analytics, storage and retrieval in the Big 

Data era. This paper presents a novel intelligent processing and utilization solution to big surveillance 

video data based on the event detection and alarming messages from front-end smart cameras. The 

method includes three parts: the intelligent pre-alarming for abnormal events, smart storage for 

surveillance video and rapid retrieval for evidence videos, which fully explores the temporal-spatial 

association analysis with respect to the abnormal events in different monitoring sites. Experimental 

results reveal that our proposed approach can reliably pre-alarm security risk events, substantially reduce 

storage space of recorded video and significantly speed up the evidence video retrieval associated with 

specific suspects. 
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IEEE 2016 / 2015 / 2014 / 2013 Papers 
 
IEEE 2015 BIG DATA Project List: 
 

1. Deduplication on Encrypted Big Data in Cloud 
Cloud computing offers a new way of service provision by re-arranging various resources over the 
Internet. The most important and popular cloud service is data storage. In order to preserve the privacy of 
data holders, data are often stored in cloud in an encrypted form. However, encrypted data introduce new 
challenges for cloud data deduplication, which becomes crucial for big data storage and processing in 
cloud. Traditional deduplication schemes cannot work on encrypted data. Existing solutions of encrypted 
data deduplication suffer from security weakness. They cannot flexibly support data access control and 
revocation. Therefore, few of them can be readily deployed in practice. In this paper, we propose a 
scheme to deduplicate encrypted data stored in cloud based on ownership challenge and proxy re-
encryption. It integrates cloud data deduplication with access control. We evaluate its performance 
based on extensive analysis and computer simulations. The results show the superior efficiency and 
effectiveness of the scheme for potential practical deployment, especially for big data deduplication in 
cloud storage. 
  

2. Big data, big knowledge: big data for personalised healthcare 
The idea that the purely phenomenological knowledge that we can extract by analysing large amounts of 
data can be useful in healthcare seems to contradict the desire of VPH researchers to build detailed 
mechanistic models for individual patients. But in practice no model is ever entirely phenomenological or 
entirely mechanistic. We propose in this position paper that big data analytics can be successfully 
combined with VPH technologies to produce robust and effective in silico medicine solutions. In order to 
do this, big data technologies must be further developed to cope with some specific requirements that 
emerge from this application. Such requirements are: working with sensitive data; analytics of complex 
and heterogeneous data spaces, including non-textual information; distributed data management under 
security and performance constraints; specialised analytics to integrate bioinformatics and systems 
biology information with clinical observations at tissue, organ and organisms scales; and 
specialised analytics to define the “physiological envelope” during the daily life of each patient. These 
domain-specific requirements suggest a need for targeted funding, in which big data technologies for in 
silico medicine becomes the research priority.  
 

3. Secure Sensitive Data Sharing on a Big Data Platform 
Users store vast amounts of sensitive data on a big data platform. Sharing sensitive data will help 
enterprises reduce the cost of providing users with personalized services and provide value-added data 
services. However, secure data sharing is problematic. This paper proposes a framework for secure 
sensitive data sharing on a big data platform, including secure data delivery, storage, usage, and 
destruction on a semi-trusted big data sharing platform. We present a proxy re-encryption algorithm 
based on heterogeneous ciphertext transformation and a user process protection method based on a 
virtual machine monitor, which provides support for the realization of system functions. The framework 
protects the security of users’ sensitive data effectively and shares these data safely. At the same time, 
data owners retain complete control of their own data in a sound environment for modern Internet 
information security. 
 

4. A Time Efficient Approach for Detecting Errors in Big Sensor Data on Cloud 
Big sensor data is prevalent in both industry and scientific research applications where the data is 
generated with high volume and velocity it is difficult to process using on-hand database management 
tools or traditional data processing applications. Cloud computing provides a promising platform to 
support the addressing of this challenge as it provides a flexible stack of massive computing, storage, and 

file:///C:/Users/Waseem/Desktop/PROJECT%2015-16/WEBSITE/16-17/www.academicprojectsbangalore.com


 Diginet Online India Pvt Ltd      
Projects @diginetonline.com        Mob:9008611118 

 www.academicprojectsbangalore.com 

 

@copyright-Diginet Online India Pvt Ltd.Bangalore 

                        www.academicprojectsbangalore.com  
 

software services in a scalable manner at low cost. Some techniques have been developed in recent 
years for processing sensor data on cloud, such as sensor-cloud. However, these techniques do not 
provide efficient support on fast detection and locating of errors in big sensor data sets. For fast data error 
detection in big sensor data sets, in this paper, we develop a novel data error detection approach which 
exploits the full computation potential of cloud platform and the network feature of WSN. Firstly, a set of 
sensor data error types are classified and defined. Based on that classification, the network feature of a 
clustered WSN is introduced and analyzed to support fast error detection and location. Specifically, in our 
proposed approach, the error detection is based on the scale-free network topology and most of detection 
operations can be conducted in limited temporal or spatial data blocks instead of a whole big data set. 
Hence the detection and location process can be dramatically accelerated. Furthermore, the detection 
and location tasks can be distributed to cloud platform to fully exploit the computation power and massive 
storage. Through the experiment on our cloud computing platform of U-Cloud, it is demonstrated that our 
proposed approach can significantly reduce the time for error detection and location in big data sets 
generated by large scale sensor network systems with acceptable error detecting accuracy. 
 

5. A data mining framework to analyze road accident data 
One of the key objectives in accident data analysis to identify the main factors associated with a road and 
traffic accident. However, heterogeneous nature of road accident data makes the analysis task difficult. 
Data segmentation has been used widely to overcome this heterogeneity of the accident data. In this 
paper, we proposed a framework that used K-modes clustering technique as a preliminary task for 
segmentation of 11,574 road accidents on road network of Dehradun (India) between 2009 and 2014 
(both included). Next, association rule mining are used to identify the various circumstances that are 
associated with the occurrence of an accident for both the entire data set (EDS) and the clusters 
identified by K-modes clustering algorithm. The findings of cluster based analysis and entire data set 
analysis are then compared. The results reveal that the combination of k mode clustering and association 
rule mining is very inspiring as it produces important information that would remain hidden if no 
segmentation has been performed prior to generate association rules. Further a trend analysis have 
also been performed for each clusters and EDS accidents which finds different trends in different cluster 
whereas a positive trend is shown by EDS. Trend analysis also shows that prior segmentation of accident 
data is very important before analysis. 
 

6. Building a Big Data Analytics Service Framework for Mobile Advertising and Marketing 
The unprecedented growth in mobile device adoption and the rapid advancement of mobile technologies 
& wireless networks have created new opportunities in mobile marketing and adverting. The opportunities 
for Mobile Marketers and Advertisers include real-time customer engagement, improve customer 
experience, build brand loyalty, increase revenues, and drive customer satisfaction. The challenges, 
however, for the Marketers and Advertisers include how to analyze troves of data that mobile devices 
emit and how to derive customer engagement insights from the mobile data. This research paper 
addresses the challenge by developing Big Data Mobile Marketing analytics and advertising 
recommendation framework. The proposed framework supports both offline and online advertising 
operations in which the selected analytics techniques are used to provide advertising recommendations 
based on collected Big Data on mobile user's profiles, access behaviors, and mobility patterns. The paper 
presents prototyping solution design as well as its application and certain experimental results. 
 
 

7. Processing Geo-Dispersed Big Data in an Advanced MapReduce Framework 
Big data takes many forms, including messages in social networks, data collected from various sensors, 
captured videos, and so on. Big data applications aim to collect and analyze large amounts of data, and 
efficiently extract valuable information from the data. A recent report shows that the amount of data on the 
Internet is about 500 billion GB. With the fast increase of mobile devices that can perform sensing and 
access the Internet, large amounts of data are generated daily. In general, big data has three features: 
large volume, high velocity and large variety [1]. The International Data Corporation (IDC) predicted that 
the total amount of data generated in 2020 globally will be about 35 ZB. Facebook needs to process 
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about 1.3 million TB of data each month. Many new data are generated at high velocity. For example, 
more than 2 million emails are sent over the Internet every second. 
 

8. BFC: High-Performance Distributed Big-File Cloud Storage Based On Key-Value Store 
Nowadays, cloud-based storage services are rapidly growing and becoming an emerging trend in data 
storage field. There are many problems when designing an efficient storage engine for cloud-based 
systems with some requirements such as big-file processing, lightweight meta-data, low latency, parallel 
I/O, deduplication, distributed, high scalability. Key-value stores played an important role and showed 
many advantages when solving those problems. This paper presents about Big File Cloud (BFC) with its 
algorithms and architecture to handle most of problems in a big-file cloud storage system based on 
keyvalue store. It is done by proposing low-complicated, fixed-size meta-data design, which supports fast 
and highly-concurrent, distributed file I/O, several algorithms for resumable upload, download and simple 
data deduplication method for static data. This research applied the advantages of ZDB - an in-house 
keyvalue store which was optimized with auto-increment integer keys for solving big-file storage problems 
efficiently. The results can be used for building scalable distributed data cloud storage that support big-file 
with size up to several terabytes. 
 

9. PaWI: ParallelWeighted Itemset Mining by means of MapReduce 
Frequent itemset mining is an exploratory data mining technique that has fruitfully been exploited to 
extract recurrent co-occurrences between data items. Since in many application contexts items are 
enriched with weights denoting their relative importance in the analyzed data, pushing item weights into 
the itemset mining process, i.e., mining weighted itemsets rather than traditional itemsets, is an appealing 
research direction. Although many efficient in-memory weighted itemset mining algorithms are available in 
literature, there is a lack of parallel and distributed solutions which are able to scale towards Big Weighted 
Data. This paper presents a scalable frequent weighted itemset mining algorithm based on the 
MapReduce paradigm. To demonstrate its actionability and scalability, the proposed algorithm was tested 
on a real Big dataset collecting approximately 34 millions of reviews of Amazon items. Weights indicate 
the ratings given by users to the purchased items. The mined itemsets represent combinations of items 
that were frequently bought together with an overall rating above average. 
 

10. Performance Analysis of Scheduling Algorithms for Dynamic Workflow Applications 
In recent years, Big Data has changed how we do computing. Even though we have large scale 
infrastructure such 
as Cloud computing and several platforms such as Hadoop available to process the workloads, with Big 
Data there is a high level of uncertainty that has been introduced in how an application processes the 
data. Data in general comes in different formats, at different speed and at different volume. Processing 
consists of not just one application but several applications combined to form a workflow to achieve a 
certain goal. With data variation and at different speed, applications execution and resource needs will 
also vary at runtime. These are called dynamic workflows. One can say that we can just throw more and 
more resources during runtime. However this is not an effective way as it can lead to, in the best case, 
resource wastage or monetary loss and in the worst case, delivery of outcomes much later than when it is 
required. Thus, scheduling algorithms play an important role in efficient execution of dynamic workflow 
applications. In this paper, we evaluate several most commonly used workflow scheduling algorithms to 
understand which algorithm will be the best for the efficient execution of dynamic workflows. 
 
 

11. Recent Advances in Autonomic Provisioning of Big Data Applications on Clouds 
CLOUD computing [1] assembles large networks of virtualized ICT services such as hardware resources 
(such as CPU, storage, and network), software resources (such as databases, application servers, and 
web servers) and applications. In industry these services are referred to as infrastructure as a service 
(IaaS), platform as a service (PaaS), and software as a service (SaaS). Mainstream ICT powerhouses 
such as Amazon, HP, and IBM are heavily investing in the provision and support of public cloud 
infrastructure. Cloud computing is rapidly becoming a popular infrastructure of choice among all types of 
organisations. Despite some initial security concerns and technical issues, an increasing number of 
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organisations have moved their applications and services in to “The Cloud”. These applications range 
from generic word processing software to online healthcare. The cloud system taps into the processing 
power of virtualized computers on the back end, thus significantly speeding up the application for the 
user, which just pays for the used services. 
 

12. Enabling Efficient Access Control with Dynamic Policy Updating for Big Data in the Cloud 
Due to the high volume and velocity of big data, it is an effective option to store big data in the cloud, 
because  
the cloud has capabilities of storing big data and processing high volume of user access requests. 
Attribute-Based Encryption (ABE) is a promising technique to ensure the end-to-end security of big data 
in the cloud. However, the policy updating has always been a challenging issue when ABE is used to 
construct access control schemes. A trivial implementation is to let data owners retrieve the data and re-
encrypt it under the new access policy, and then send it back to the cloud. This method incurs a high 
communication overhead and heavy computation burden on data owners. In this paper, we propose a 
novel scheme that enabling efficient access control with dynamic policy updating for big data in the cloud. 
We focus on developing an outsourced policy updating method for ABE systems. Our method can avoid 
the transmission of encrypted data and minimize the computation work of data owners, by making use of 
the previously encrypted data with old access policies. Moreover, we also design policy updating 
algorithms for different types of access policies. The analysis show that our scheme is correct, complete, 
secure and efficient. 
 

13. Load Balancing for Privacy-Preserving Access to Big Data in Cloud 
In the era of big data, many users and companies start to move their data to cloud storage to simplify 
data management and reduce data maintenance cost. However, security and privacy issues become 
major concerns because third-party cloud service providers are not always trusty. Although data contents 
can be protected by encryption, the access patterns that contain important information are still exposed to 
clouds or malicious attackers. In this paper, we apply the ORAM algorithm to enable privacy-preserving 
access to big data that are deployed in distributed file systems built upon hundreds or thousands of 
servers in a single or multiple geo-distribu ted cloud sites. Since the ORAM algorithm would lead to 
serious access load unbalance among storage servers, we study a data placement problem to achieve a 
load balanced storage system with improved availability and responsiveness. Due to the NP-hardness of 
this problem, we propose a low-complexity algorithm that can deal with large-scale problem size with 
respect to big data. Extensive simulations are conducted to show that our proposed algorithm finds 
results close to the optimal solution, and significantly outperforms a random data placement algorithm. 
 

14. MRPrePost-A parallel algorithm adapted for mining big data 
With the explosive growth in data, using data mining techniques to mine association rules, and then to 
find valuable information hidden in big data has become increasingly important. Various existing data 
mmmg techniques often through mining frequent itemsets to derive association rules and access to 
relevant knowledge, but with the rapid arrival of the era of big data, Traditional data mining algorithms 
have been unable to meet large data's analysis needs. In view of this, this paper proposes an adaptation 
to the big data mining parallel algorithms-MRPrePost. MRPrePost is a parallel algorithm based on 
Hadoop platform, which improves PrePost by way of adding a prefix pattern, and on this basis into the 
parallel design ideas, making MRPrePost algorithm can adapt to mining large data's association rnles. 
Experiments show that MRPrePost algorithm is more superior than PrePost and PFP in terms of 
performance, and the stability and scalability of algorithms are better. 
 
 

15. Authorized Public Auditing of Dynamic Big Data Storage on Cloud with Efficient Verifiable 
Fine-grained Updates 

Cloud computing opens a new era in IT as it can provide various elastic and scalable IT services in a pay-
as-you-go fashion, where its users can reduce the huge capital investments in their own IT infrastructure. 
In this philosophy, users of cloud storage services no longer physically maintain direct control over their 
data, which makes data security one of the major concerns of using cloud. Existing research work already 
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allows data integrity to be verified without possession of the actual data file. When the verification is done 
by a trusted third party, this verification process is also called data auditing, and this third party is called 
an auditor. However, such schemes in existence suffer from several common drawbacks. First, a  
necessary authorization/authentication process is missing between the auditor and cloud service 
provider, i.e., anyone can challenge the cloud service provider for a proof of integrity of certain file, which 
potentially puts the quality of the so-called ‘auditing-as-aservice’ at risk; Second, although some of the 
recent work based on BLS signature can already support fully dynamic data updates over fixed-size data 
blocks, they only support updates with fixed-sized blocks as basic unit, which we call coarsegrained 
updates. As a result, every small update will cause re-computation and updating of the authenticator for 
an entire file block, which in turn causes higher storage and communication overheads. In this paper, we 
provide a formal analysis for possible types of fine-grained data updates and propose a scheme that can 
fully support authorized auditing and fine-grained update requests. Based on our scheme, we also 
propose an enhancement that can dramatically reduce communication overheads for verifying small 
updates. Theoretical analysis and experimental results demonstrate that our scheme can offer not only 
enhanced security and flexibility, but also significantly lower overhead for big data applications with a 
large number of frequent small updates, such as applications in social media and business transactions. 
 

16. KASR: A Keyword-Aware Service Recommendation Method on MapReduce for Big Data 
Applications Service recommender systems have been shown as valuable tools for providing appropriate 
recommendations to users. In the last decade, the amount of customers, services and online information 
has grown rapidly, yielding the big data analysis problem for service recommender systems. 
Consequently, traditional service recommender systems often suffer from scalability and inefficien-cy 
problems when processing or analysing such large-scale data. Moreover, most of existing service 
recommender systems present the same ratings and rankings of services to different users without 
considering diverse users' preferences, and therefore fails to meet users' personalized requirements. In 
this paper, we propose a Keyword-Aware Service Recommendation method, named KASR, to address 
the above challenges. It aims at presenting a personalized service recommendation list and 
recommending the most appro-priate services to the users effectively. Specifically, keywords are used to 
indicate users' preferences, and a user-based Collaborative Filtering algorithm is adopted to generate 
appropriate recommendations. To improve its scalability and efficiency in big data environ-ment, KASR is 
implemented on Hadoop, a widely-adopted distributed computing platform using the MapReduce parallel 
processing paradigm. Finally, extensive experiments are conducted on real-world data sets, and results 
demonstrate that KASR significantly im-proves the accuracy and scalability of service recommender 
systems over existing approaches. 
 

17. Cost Minimization for Big Data Processing in Geo-Distributed Data Centers 
The explosive growth of demands on big data processing imposes a heavy burden on computation, storage, 
and 
communication in data centers, which hence incurs considerable operational expenditure to data center 
providers. Therefore, cost minimization has become an emergent issue for the upcoming big data era. 
Different from conventional cloud services, one of the main features of big data services is the tight coupling 
between data and computation as computation tasks can be conducted only when the corresponding data 
is available. As a result, three factors, i.e., task assignment, data placement and data movement, deeply 
influence the operational expenditure of data centers. In this paper, we are motivated to study the cost 
minimization problem via a joint optimization of these three factors for big data services in geo-distributed 
data centers. To describe the task completion time with the consideration of both data transmission and  
computation, we propose a two-dimensional Markov chain and derive the average task completion time in 
closed-form. Furthermore, we model the problem as a mixed-integer non-linear programming (MINLP) and 
propose an efficient solution to linearize it. The high efficiency of our proposal is validated by extensive 
simulation based studies. 
 

18. Dache: A Data Aware Caching for Big-Data Applications Using the MapReduce Framework 
The buzz-word big-data refers to the large-scale distributed data processing applications that operate on 
exceptionally large amounts of data. Google’s MapReduce and Apache’s Hadoop, its open-source 
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implementation, are the defacto software systems for big-data applications. An observation of the 
MapReduce framework is that the framework generates a large amount of intermediate data. Such 
abundant information is thrown away after the tasks finish, because MapReduce is unable to utilize them. 
In this paper, we propose Dache, a data-aware cache framework for big-data applications. In Dache, tasks 
submit their intermediate results to the cache manager. A task queries the cache manager before executing 
the actual computing work. A novel cache description scheme and a cache request and reply protocol are 
designed. We implement Dache by extending Hadoop. Testbed experiment results demonstrate that Dache 
significantly improves the completion time of MapReduce jobs. 
 
 
Cloud Computing 

 
1. Attribute-Based Access Control for Multi-Authority with constant size ciphertext in cloud 

Computing 
In most existing CP-ABE schemes, there is only one authority in the system and all the public keys and 
private keys are issued by this authority, which incurs ciphertext size and computation costs in the 
encryption and decryption operations that depend at least linearly on the number of attributes involved 
in the access policy. We propose an efficient multi-authority CP-ABE scheme in which the authorities 
need not interact to generate public information during the system initialization phase. Our scheme has 
constant ciphertext length and a constant number of pairing computations. Our scheme can be proven 
CPA-secure in random oracle model under the decision q-BDHE assumption. When user’s attributes 
revocation occurs, the scheme transfers most re-encryption work to the cloud service provider, reducing 
the data owner’s computational cost on the premise of security. Finally the analysis and simulation result 
show that the schemes proposed in this thesis ensure the privacy and secure access of sensitive data 
stored in the cloud server, and be able to cope with the dynamic changes of users’ access privileges in 
large-scale systems. Besides, the multi-authority ABE eliminates the key escrow problem, achieves the 
length of ciphertext optimization and enhances the efficiency of the encryption and decryption operations. 
 
2. Anonymous Authentication for Secure Data Stored on Cloud with Decentralized Access 

Control 
Decentralized storage system for accessing data with anonymous authentication provides more secure 
user authentication, user revocation and prevents replay attacks. Access control is processed on 
decentralized KDCs it is being more secure for data encryption. Generated decentralized KDC's are then 
grouped by (KGC). Our system provides authentication for the user, in which only system authorized 
users are able to decrypt, view the stored information. User validations and access control scheme are 
introduced in decentralized, which is useful for preventing replay attacks and supports modification of 
data stored in the cloud. The access control scheme is gaining more attention because it is important that 
only approved users have access to valid examine. Our scheme prevents supports creation, replay 
attacks, reading and modify data stored in the cloud. We also address user revocation. The problems of 
validation, access control, privacy protection should be solved simultaneously. 
 
 
3. An Optimized Task Scheduling Algorithm in CloudComputing 
Cloud provides convenient and on demand network access for computing resources available over 
internet. Individuals and organizations can access the software and hardware such as network, storage, 
server and applications which are located remotely easily with the help of Cloud Service. The tasks/jobs 
submitted to this cloud environment needs to be  executed on time using the resources available so as to 
achieve proper resource utilization, efficiency and lesser makespan which in turn requires efficient task 
scheduling algorithm for proper task allocation. In this paper, we have introduced an Optimized Task 
Scheduling Algorithm which adapts the advantages of various other existing algorithms according to the 
situation while considering the distribution and scalability characteristics of cloud resources. 
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4. Task Scheduling in Cloud Computing 
Wireless Cloud computing delivers the data and computing resources through the internet, on a pay for 
usage basis. By using this, we can automatically update our software. We can use only the space 
required for the server, which reduces the carbon footprint. Task scheduling is the main problem in cloud 
computing which reduces the system performance. To improve system performance, there is need of an 
efficient task-scheduling algorithm. Existing task-scheduling algorithms focus on taskresource 
requirements, CPU memory, execution time and execution cost. However, these do not consider network 
bandwidth. In this paper, we introduce an efficient taskscheduling algorithm, which presents divisible task 
scheduling by considering network bandwidth. By this, we can allocate the workflow based on the 
availability of network bandwidth. Our proposed task-scheduling algorithm uses a nonlinear programming 
model for divisible task scheduling, which assigns the correct number of tasks to each virtual machine. 
Based on the allocation, we design an algorithm for divisible load scheduling by considering the network 
bandwidth. 
 
 
5. Implementation OF DNA cryptography in cloud computing and using socket programming 
Cloud computing is the latest technology in the field of distributed computing. It provides various online 
and on-demand services for data storage, network services, platform services and etc. Many 
organizations are unenthusiastic to use cloud services due to data security issues as the data resides on 
the cloud services provider’s servers. To address this issue, there have been several approaches applied 
by various researchers worldwide to strengthen security of the stored data on cloud computing. The Bi-
directional DNA Encryption Algorithm (BDEA) is one such data security techniques. However, the existing 
technique focuses only on the ASCII character set, ignoring the non-English user of the cloud computing. 
Thus, this proposed work focuses on enhancing the BDEA to use with the Unicode characters 
 
6. Cost-Effective Authentic and Anonymous Data Sharing with Forward Security 
Data sharing has never been easier with the advances of cloud computing, and an accurate analysis on 
the shared data provides an array of benefits to both the society and individuals. Data sharing with a large 
number of participants must take into account several issues, including efficiency, data integrity and 
privacy of data owner. Ring signature is a promising candidate to construct an anonymous and authentic 
data sharing system. It allows a data owner to anonymously authenticate his data which can be put into 
the cloud for storage or analysis purpose. Yet the costly certificate verification in the traditional public key 
infrastructure (PKI) setting becomes a bottleneck for this solution to be scalable. Identity-based (ID-
based) ring signature, which eliminates the process of certificate verification, can be used instead. In this 
paper, we further enhance the security of ID-based ring signature by providing forward security: If a 
secret key of any user has been compromised, all previous generated signatures that include this user 
still remain valid. This property is especially important to any large scale data sharing system, as it is 
impossible to ask all data owners to reauthenticate their data even if a secret key of one single user has 
been compromised. We provide a concrete and efficient instantiation of our scheme, prove its security 
and provide an implementation to show its practicality. 
 

7.  On the Security ofDataAccess Control for Multiauthority CloudStorageSystems 
Data access control has becoming a challenging issue in cloud storage systems. Some techniques have 

been proposed to achieve the secure data access control in a semitrusted cloud storage system. 

Recently, K.Yang et al.proposed a basic data access control scheme for multiauthoritycloud storage 

system (DAC-MACS) and an extensive data access control scheme (EDAC-MACS). They claimed that 

the DAC-MACS could achieve efficient decryption and immediate revocation and the EDAC-MACS could 
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also achieve these goals even thoughnonrevoked users reveal their Key Update Keys to the revoked 

user. However, through our cryptanalysis, the revocation security of both schemes cannot be guaranteed. 

In this paper, we first give two attacks on the two schemes. By the first attack, the revoked user can 

eavesdrop to obtain other users’ Key Update Keys to update its Secret Key, and then it can obtain proper 

Token to decrypt any secret information as a nonrevoked user. In addition, by the second attack, the 

revoked user can intercept Ciphertext Update Key to retrieve its ability to decrypt any secret information 

as a nonrevoked user. Secondly, we propose a new extensive DAC-MACS scheme (NEDAC-MACS) to 

withstand the above two attacks so as to guarantee more secure attribute revocation. Then, formal 

cryptanalysis of NEDAC-MACS is presented to prove the security goals of the scheme. Finally, the 

performance comparison among NEDAC-MACS and related schemesisgivento demonstrate that the 

performance of NEDAC-MACS is superior to that of DACC, and relatively same as that of DAC-MACS. 

8. Secure Cloud Storage Meets with Secure Network Coding 
This paper reveals an intrinsic relationship between secure cloud storage and secure network coding for 
the first time. Secure cloud storage was proposed only recently while secure network coding has been 
studied for more than ten years. Although the two areas are quite different in their nature and are studied 
independently, we show how to construct a secure cloud storage protocol given any secure network 
coding protocol. This gives rise to a systematic way to construct secure cloud storage protocols. Our 
construction is secure under a definition which captures the real world usage of the cloud storage. 
Furthermore, we propose two specific secure cloud storage protocols based on two recent secure 
network coding protocols. In particular, we obtain the first publicly verifiable secure cloud storage protocol 
in the standard model. We also enhance the proposed generic construction to 
support user anonymity and third-party public auditing, which both have received considerable attention 
recently. Finally, we prototype the newly proposed protocol and evaluate its performance. Experimental 
results validate the effectiveness of the protocol. 
 
9. Deleting Secret Data with Public Verifiability 
Existing software-based data erasure programs can be summarized as following the same one-bit-return 
protocol: the deletion program performs data erasure and returns either success or failure. However, such 
a onebit-return protocol turns the data deletion system into a black box – the user has to trust the 
outcome but cannot easily verify it. This is especially problematic when the deletion program is 
encapsulated within a Trusted Platform Module (TPM), and the user has no access to the code inside. 
In this paper, we present a cryptographic solution that aims to make the data deletion process more 
transparent and verifiable. In contrast to the conventional black/white assumptions about TPM (i.e., either 
completely trust or distrust), we introduce a third assumption that sits in between: namely, “trust-but-
verify”. Our solution enables a user to verify the correct implementation of two important operations inside 
a TPM without accessing its source code: i.e., the correct encryption of data and the faithful deletion of 
the key. Finally, we present a proof-of-concept implementation of the SSE system on a resource-
constrained Java card to demonstrate its practical feasibility. To our knowledge, this is the first systematic 
solution to the secure data deletion problem based on a “trust-but-verify” paradigm, together 
with a concrete prototype implementation. 
 
10. A Hybrid Cloud Approach for Secure Authorized Deduplication 
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Data deduplication is one of important data compression techniques for eliminating duplicate copies of 
repeating data, and has been widely used in cloud storage to reduce the amount of storage space and 
save bandwidth. To protect the confidentiality of sensitive data while supporting deduplication, the 
convergent encryption technique has been proposed to encrypt the data before outsourcing. 
To better protect data security, this paper makes the first attempt to formally address the problem of 
authorized data deduplication. Different from traditional deduplication systems, the differential privileges 
of users are further considered in duplicate check besides the data itself. We also present several new 
deduplication constructions supporting authorized duplicate check in a hybrid cloud architecture. Security 
analysis demonstrates that our scheme is secure in terms of the definitions specified in the proposed 
security model. As a proof of concept, we implement a prototype of our proposed authorized duplicate 
check scheme and conduct testbed experiments using our prototype. We show that our proposed 
authorized duplicate check scheme incurs minimal overhead compared to normal operations. 
 
11. Privacy Preserving Ranked Multi-Keyword Search for Multiple Data Owners in Cloud 

Computing 
With the advent of cloud computing, it has become increasingly popular for data owners to outsource their 
data to public cloud servers while allowing data users to retrieve this data. For privacy concerns, secure 
searches over encrypted cloud data has motivated several research works under the single owner model. 
However, most cloud servers in practice do not just serve one owner; instead, they support multiple 
owners to share the benefits brought by cloud computing. In this paper, we propose schemes to deal with 
Privacy preserving Ranked Multi-keyword Search in a Multi-owner model (PRMSM). To enable cloud 
servers to perform secure search without knowing the actual data of both keywords and trapdoors, we 
systematically construct a novel secure search protocol. To rank the search results and preserve the 
privacy of relevance scores between keywords and files, we propose a novel Additive Order and Privacy 
Preserving Function family. To prevent the attackers from eavesdropping secret keys and pretending to 
be legal data users submitting searches, we propose a novel dynamic secret key generation protocol and 
a new data user authentication protocol. Furthermore, PRMSM supports efficient data user revocation. 
Extensive experiments on real-world datasets confirm the efficacy and efficiency of PRMSM. 

12. Secure and Efficient Cloud Computing Framework 
Cloud computing is a very useful solution to many individual users and organizations. It can provide many 
services based on different needs and requirements. However, there are many issues related to the user 
data that need to be addressed when using cloud computing. Among the most important issues are: data 
ownership, data privacy, and storage. The users might be satisfied by the services provided by the cloud 
computing service providers, since they need not worry about the maintenance and storage of their data. 
On the other hand, they might be worried about unauthorized access to their private data. Some solutions 
to these issues were proposed in the literature, but they mainly increase the cost and processing time 
since they depend on encrypting the whole data. In this paper, we are introducing a cloud computing 
framework that classifies the data based on their importance. In other words, more important data will be 
encrypted with more secure encryption algorithm and larger key sizes, while less important data might 
even not be encrypted. This approach is very helpful in reducing the processing cost and complexity of 
data storage and manipulation since we do not need to apply the same sophisticated encryption 
techniques to the entire users data. The results of applying the proposed framework show improvement 
and efficiency over other existing frameworks. 
 

13. Secure Data Sharing in Cloud Computing Using Revocable-Storage Identity-Based Encryption 
Cloud computing provides a flexible and convenient way for data sharing, which brings various benefits 
for both the society and individuals. But there exists a natural resistance for users to directly outsource 
the shared data to the cloud server since the data often contain valuable information. Thus, it is 
necessary to place cryptographically enhanced access control on the shared data. Identity-based 
encryption is a promising cryptographical primitive to build a practical data sharing system. However, 
access control is not static. That is, when some user’s authorization is expired, there should be a 
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mechanism that can remove him/her from the system. Consequently, the revoked user cannot access 
both the previously and subsequently shared data. To this end, we propose a notion called revocable-
storage identity-based encryption (RS-IBE), which can provide the forward/backward security of 
ciphertext by introducing the functionalities of user revocation and ciphertext update simultaneously. 
Furthermore, we present a concrete construction of RS-IBE, and prove its security in the defined security 
model. The performance comparisons indicate that the proposed RS-IBE scheme has advantages in 
terms of functionality and efficiency, and thus is feasible for a practical and cost-effective data-sharing 
system. Finally, we provide implementation results of the proposed scheme to demonstrate its 
practicability. 
 
14. Multi-Objective Tasks Scheduling Algorithm for Cloud Computing Throughput Optimization 
In cloud computing datacentersexert server unification to enhance the efficiency of resources. Many Vms 
(virtual machine) are running on each datacenter to utilize the resources efficiently. Most of the time cloud 
resources are underutilized due to poor scheduling of task (or application) in datacenter. In this paper, we 
propose a multi-objective task scheduling algorithm formappingtasks to a Vms in order to improve the 
throughput of the datacenter and reduce the cost without violating the SLA (Service Level Agreement) for 
an application in cloud SaaS environment. The proposed algorithm provides an optimal scheduling 
method. Most of the algorithms schedule tasks based on single criteria (i.e execution time). But in cloud 
environment it is required to consider various criteria like execution time, cost, bandwidth of user etc. This 
algorithm is simulated using CloudSim simulator and the result shows better performance and improved 
throughput. 
 
15. An Authenticated Trust and Reputation Calculation and Management System for Cloud and 

Sensor Networks Integration 
Induced by incorporating the powerful data storage and data processing abilities of cloud computing (CC) 
as well as ubiquitous data gathering capability of wireless sensor networks (WSNs), CC-WSN integration 
received a lot of attention from both academia and industry. However, authentication as well as trust and 
reputation calculation and management of cloud service providers (CSPs) and sensor network providers 
(SNPs) are two very critical and barely explored issues for this new paradigm. To fill the gap, this paper 
proposes a novel  authenticated trust and reputation calculation and management (ATRCM) system for 
CC-WSN integration. Considering the authenticity of CSP and SNP, the attribute requirement of cloud 
service user (CSU) and CSP, the cost, trust, and reputation of the service of CSP and SNP, the proposed 
ATRCM system achieves the following three functions: 1) authenticating CSP and SNP to avoid malicious 
impersonation attacks; 2) calculating and managing trust and reputation regarding the service of CSP and 
SNP; and 3) helping CSU choose desirable CSP and assisting CSP in selecting appropriate SNP. 
Detailed analysis and design as well as further functionality evaluation results are presented to 
demonstrate the effectiveness of ATRCM, followed with system security analysis. 
 
 
16. DROPS: Division and Replication of Data in Cloud for Optimal Performance and Security 
Outsourcing data to a third-party administrative control, as is done in cloud computing, gives rise to 
security concerns. The data compromise may occur due to attacks by other users and nodes within the 
cloud. Therefore, high security measures are required to protect data within the cloud. However, the 
employed security strategy must also take into account the optimization of the data retrieval time. In this 
paper, we propose Division and Replication of Data in the Cloud for Optimal Performance and Security 
(DROPS) that collectively approaches the security and performance issues. In the DROPS methodology, 
we divide a file into fragments, and replicate the fragmented data over the cloud nodes. Each of the 
nodes stores only a single fragment of a particular data file that ensures that even in case of a successful 
attack, no meaningful information is revealed to the attacker. Moreover, the nodes storing the fragments, 
are separated with certain distance by means of graph T-coloring to prohibit an attacker of guessing the 
locations of the fragments. Furthermore, the DROPS methodology does not rely on the traditional 
cryptographic techniques for the data security; thereby relieving the system of computationally expensive 
methodologies. We show that the probability to locate and compromise all of the nodes storing the 
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fragments of a single file is extremely low. We also compare the performance of the DROPS methodology 
with ten other schemes. The higher level of security with slight performance overhead was observed 
 
17. Truthful Greedy Mechanisms for Dynamic Virtual Machine Provisioning and Allocation in 

Clouds 
A major challenging problem for cloud providers is designing efficient mechanisms for virtual machine 
(VM) provisioning and allocation. Such mechanisms enable the cloud providers to effectively utilize their 
available resources and obtain higher profits. Recently, cloud providers have introduced auction-based 
models for VM provisioning and allocation which allow users to submit bids for their requested VMs. We 
formulate the dynamic VM provisioning and allocation problem for the auction-based model as an integer 
program considering multiple types of resources. We then design truthful greedy and optimal 
mechanisms for the problem such that the cloud provider provisions VMs based on the requests of the 
winning users and determines their payments. We show that the proposed mechanisms are truthful, that 
is, the users do not have incentives to manipulate the system by lying about their requested bundles of 
VM instances and their valuations. We perform extensive experiments using real workload traces in order 
to investigate the performance of the proposed mechanisms. Our proposed mechanisms achieve 
promising results in terms of revenue for the cloud provider. 
 

18. Public Integrity Auditing for Shared Dynamic Cloud Data with Group User Revocation 
The advent of the cloud computing makes storage outsourcing  become a rising trend, which promotes 
the secure remote data auditing a hot topic that appeared in the research literature. Recently some 
research consider the problemof secure and efficient public data integrity auditing for shared dynamic 
data. However, these schemes are still not secure against the collusion of cloud storage server and 
revoked group users during user revocation in practical cloud storage system. In this paper, we figure out 
the collusion attack in the exiting scheme and provide an efficient public integrity auditing scheme with 
secure group user revocation based on vector commitment and verifier-local revocation group signature. 
We design a concrete scheme based on the our scheme definition. Our scheme supports the public 
checking and efficient user revocation and also some nice properties, such as confidently, efficiency, 
countability and traceability of secure group user revocation. Finally, the security and experimental 
analysis show that, compared with its relevant schemes our scheme is also secure and efficient. 
 
19. Expressive, Efficient, and Revocable Data Access Control for Multi-Authority Cloud Storage 
Data access control is an effective way to ensure the data security in the cloud. Due to data outsourcing 
and untrusted cloud servers, the data access control becomes a challenging issue in cloud storage 
systems. Ciphertext-Policy Attribute-based Encryption (CP-ABE) is regarded as one of the most suitable 
technologies for data access control in cloud storage, because it gives data owners more direct control on 
access policies. However, it is difficult to directly apply existing CP-ABE schemes to data access control 
for cloud storage systems because of the attribute revocation problem. In this paper, we design an 
expressive, efficient and revocable data access control scheme for multi-authority cloud storage systems, 
where there are multiple authorities co-exist and each authority is able to issue attributes independently. 
Specifically, we propose a revocable multi-authority CP-ABE scheme, and apply it as the underlying 
techniques to design the data access control scheme. Our attribute revocation method can efficiently 
achieve both forward security and backward security. The analysis and simulation results show that our 
proposed data access control scheme is secure in the random oracle model and is more efficient than 
previous works. 
 
20. On the Security of a Public Auditing Mechanism for Shared Cloud Data Service 
Recently, a public auditing protocol for shared data called Panda (IEEE Transactions on Services 
Computing, doi:10.1109/TSC.2013.2295611) was proposed to ensure the correctness of the outsourced 
data. A distinctive feature of Panda is the support of data sharing and user revocation. Unfortunately, in 
this letter, we show that Panda is insecure in the sense that a cloud server can hide data loss without 
being detected. Specifically, we show that even some stored file blocks have been lost, the server is able 
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to generate a valid proof by replacing a pair of lost data block and its signature with another block and 
signature pair. We also provide a solution to the problem while preserving all the desirable features of the 
original protocol 
 
21. Secure Auditing and Deduplicating Data in Cloud 
As the cloud computing technology develops during the last decade, outsourcing data to cloud service for 
storage becomes an attractive trend, which benefits in sparing efforts on heavy data maintenance and 
management. Nevertheless, since the outsourced cloud storage is not fully trustworthy, it raises security 
concerns on how to realize data deduplication in cloud while achieving integrity auditing. In this work, we 
study the problem of integrity auditing 
and secure deduplication on cloud data. Specifically, aiming at achieving both data integrity and 
deduplication in cloud, we propose two secure systems, namely SecCloud and SecCloud+. SecCloud 
introduces an auditing entity with a maintenance of a MapReduce cloud, which helps clients generate 
data tags before uploading as well as audit the integrity of data having been stored in cloud. Compared 
with previous work, the computation by user in SecCloud is greatly reduced during the file uploading and 
auditing phases. SecCloud+ is designed motivated by the fact that customers always want to encrypt their 
data before uploading, and enables integrity auditing and secure deduplication on encrypted data. 
 

22. A Secure Client Side Deduplication Scheme in Cloud Storage Environments 
Recent years have witnessed the trend of leveraging cloud-based services for large scale content 
storage, 
processing, and distribution. Security and privacy are among top concerns for the public cloud 
environments. Towards these security challenges, we propose and implement, on OpenStack Swift, a 
new client-side deduplication scheme for securely storing and sharing outsourced data via the public 
cloud. The originality of our proposal is twofold. First, it ensures better confidentiality towards 
unauthorized users. That is, every client computes a per data key to encrypt the data that he intends to 
store in the cloud. As such, the data access is managed by the data owner. Second, by integrating 
access rights in metadata file, an authorized user can decipher an encrypted file only with his private key. 
 
 
23. Authorized Public Auditing of Dynamic Big Data Storage on Cloud with Efficient Verifiable 

Fine-Grained Updates 
Cloud computing opens a new era in IT as it can provide various elastic and scalable IT services in a pay-
as-you-go fashion, where its users can reduce the huge capital investments in their own IT infrastructure. 
In this philosophy, users of cloud storage services no longer physically maintain direct control over their 
data, which makes data security one of the major concerns of using cloud. Existing research work already 
allows data integrity to be verified without possession of the actual data file. When the verification is done 
by a trusted third party, this verification process is also called data auditing, and this third party is called 
an auditor. However, such schemes in existence suffer from several common drawbacks. First, a 
necessary authorization/authentication process is missing between the auditor and cloud service 
provider, i.e., anyone can challenge the cloud service provider for a proof of integrity of certain file, which 
potentially puts the quality of the so-called ‘auditing-as-a-service’ at risk; Second, although some of the 
recent work based on BLS signature can already support fully dynamic data updates over fixed-size data 
blocks, they only support updates with fixed-sized blocks as basic unit, which we call coarse-grained 
updates. As a result, every small update will cause re-computation and updating of the authenticator for 
an entire file block,which in turn causes higher storage and communication overheads. In this paper, we 
provide a formal analysis for possible types of fine-grained data updates and propose a scheme that can 
fully support authorized auditing and fine-grained update requests. Based on our scheme,we also 
propose an enhancement that can dramatically reduce communication overheads for verifying small 
updates. Theoretical analysis and experimental results demonstrate that our scheme can offer not only 
enhanced security and flexibility, but also significantly lower overhead for big data applications with a 
large number of frequent small updates, such as applications in social media and business transactions. 
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24. EasySMS: A Protocol for End-to-End Secure Transmission of SMS 
Nowadays, short message service (SMS) is being used in many daily life applications, including 
healthcare monitoring, mobile banking, mobile commerce, and so on. But when we send an SMS from 
one mobile phone to another, the information contained in the SMS transmit as plain text. Sometimes this 
information may be confidential like account numbers, passwords, license numbers, and so on, and it is a 
major drawback to send such information through SMS while the traditional SMS service does not provide 
encryption to the information before its transmission. In this paper, we propose an efficient and secure 
protocol called EasySMS, which provides end-toend secure communication through SMS between end 
users. The working of the protocol is presented by considering two different scenarios. The analysis of the 
proposed protocol shows that this protocol is able to prevent various attacks, including SMS disclosure, 
over the air modification, replay attack, man-in-themiddle attack, and impersonation attack. The EasySMS 
protocol generates minimum communication and computation overheads as compared with existing 
SMSSec and PK-SIM protocols. On an average, the EasySMS protocol reduces 51% and 31% of the 
bandwidth consumption and reduces 62% and 45% of message exchanged during the authentication 
process in comparison to SMSSec and PK-SIM protocols respectively. Authors claim that EasySMS is the 
first protocol completely based on the symmetric key cryptography and retain original architecture of 
cellular network. 
 
25. Shared Authority Based Privacy-preserving Authentication Protocol in Cloud Computing 
Cloud computing is emerging as a prevalent data interactive paradigm to realize users’ data remotely 
stored in an online cloud server. Cloud services provide great conveniences for the users to enjoy the on-
demand cloud applications without considering the local infrastructure limitations. During the data 
accessing, different users may be in a collaborative relationship, and thus data sharing becomes 
significant to achieve productive benefits. The existing security solutions mainly focus on the 
authentication to realize that a user’s privative data cannot be unauthorized accessed, but neglect a 
subtle privacy issue during a user challenging the cloud server to request other users for data sharing. 
The challenged access request itself may reveal the user’s privacy no matter whether or not it can obtain 
the data access permissions. In this paper, we propose a shared authority based privacy-preserving 
authentication protocol (SAPA) to address above privacy issue for cloud storage. In the SAPA, 1) shared 
access authority is achieved by anonymous access request matching mechanism with security and 
privacy considerations (e.g., authentication, data anonymity, user privacy, and forward security); 2) 
attribute based access control is adopted to realize that the user can only access its own data fields; 3) 
proxy 
re-encryption is applied by the cloud server to provide data sharing among the multiple users. Meanwhile, 
universal composability (UC) model is established to prove that the SAPA theoretically has the design 
correctness. It indicates that the proposed protocol realizing privacy-preserving data access authority 
sharing, is attractive for multi-user collaborative cloud applications. 
 
26. A Framework For Selection Of Best Cloud Service Provider Using Ranked Voting Method 
Cloud computing provides computing resources on demand. It is a promising solution for utility computing. 
Increasing number of cloud service providers having similar functionality poses a problem to cloud users of 
its selection. To assist the users, for selection of a best service provider as per user’s requirement, it is 
necessary to create a solution. User may provide its QoS expectation and service providers may also 
express the offers. Experience of existing users may also be beneficial in selection of best cloud service 
provider. This paper 
identifies QoS metrics and defines it in such a way that user and provider both can express their expectation 
and offers respectively into quantified form. A dynamic and flexible framework using Ranked Voting Method 
is proposed which takes requirement of user as an input and provides a best provider as output. 
 
27. Cloud-Assisted Mobile-Access of Health Data With Privacy and Auditability 
Motivated by the privacy issues, curbing the adoption of electronic healthcare systems and the wild success 
of cloud service models, we propose to build privacy into mobile healthcare systems with the help of the 
private cloud. Our system offers salient features including efficient key management, privacy-preserving 
data storage, and retrieval, especially for retrieval at emergencies, and auditability for misusing health data. 
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Specifically, we propose to integrate key management from pseudorandom number generator for 
unlinkability, a secure indexing method for privacypreserving keyword searchwhich hides both search and 
access patterns based on redundancy, and integrate the concept of attributebased encryption with 
threshold signing for providing role-based access control with auditability to prevent potential misbehavior, 
in both normal and emergency cases. 
 
28. Key-Aggregate Cryptosystem for Scalable Data Sharing in Cloud Storage 
Abstract—Data sharing is an important functionality in cloud storage. In this paper, we show how to 
securely, efficiently, and flexibly share data with others in cloud storage. We describe new public-key 
cryptosystems that produce constant-size ciphertexts such that efficient delegation of decryption rights for 
any set of ciphertexts are possible. The novelty is that one can aggregate any set of secret keys and make 
them as compact as a single key, but encompassing the power of all the keys being aggregated. In other 
words, the secret key holder can release a constant-size aggregate key for flexible choices of ciphertext 
set in cloud storage, but the other encrypted files outside the set remain confidential. This compact 
aggregate key can be conveniently sent to others or be stored in a smart card with very limited secure 
storage. We provide formal security analysis of our schemes in the standard model. We also describe other 
application of our schemes. In particular, our schemes give the first public-key patient-controlled encryption 
for flexible hierarchy, which was yet to be known. 
 
29. iFarm: Development of Cloud-based System of Cultivation Management for Precision 

Agriculture 
Precision agriculture is aimed at optimizing farming management and it requires records of agricultural 
work. Farmers conventionally write records on paper but it is difficult and tedious to check past agricultural-
work data and control the cost of agricultural products. A system of cultivation management, iFarm, is 
proposed, which was developed to support efficient farming management. The system consists of 
smartphone applications, Web browsers and a cloud server. Farmers on farmland can easily refer to work 
plans, enter field data into the cloud system, and share them with head office in real time by using 
smartphones. Farmers at head office can analyze data in the cloud system with a Web browser and 
estimate farming costs and form work plans based on their analyses. 
 
30. Privacy-Preserving Multi-Keyword Ranked Search over Encrypted Cloud Data 
With the advent of cloud computing, data owners are motivated to outsource their complex data 
management systems from local sites to the commercial public cloud for great flexibility and economic 
savings. But for protecting data privacy, sensitive data have to be encrypted before outsourcing, which 
obsoletes traditional data utilization based on plaintext keyword search. Thus, enabling an encrypted cloud 
data search service is of paramount importance. Considering the large number of data users and 
documents in the cloud, it is necessary to allow multiple keywords in the search request and return 
documents in the order of their relevance to these keywords. Related works on searchable encryption focus 
on single keyword search or Boolean keyword search, and rarely sort the search results. In this paper, for 
the first time, we define and solve the challenging problem of privacy-preserving multi-keyword ranked 
search over encrypted data in cloud computing (MRSE). We establish a set of strict privacy requirements 
for such a secure cloud data utilization system. Among various multi-keyword semantics, we choose the 
efficient similarity measure of “coordinate matching,” i.e., as many matches as possible, to capture the 
relevance of data documents to the search query. We further use “inner product similarity” to quantitatively 
evaluate such similarity measure. We first propose a basic idea for the MRSE 
based on secure inner product computation, and then give two significantly improved MRSE schemes to 
achieve various stringent privacy requirements in two different threat models. To improve search 
experience of the data search service, we further extend these two schemes to support more search 
semantics. Thorough analysis investigating privacy and efficiency guarantees of proposed schemes is 
given. Experiments on the real-world data set further show proposed schemes indeed introduce low 
overhead on computation and communication. 
 
31. Oruta: Privacy-Preserving Public Auditing for Shared Data in the Cloud 
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With cloud data services, it is commonplace for data to be not only stored in the cloud, but also shared 
across multiple users. Unfortunately, the integrity of cloud data is subject to skepticism due to the existence 
of hardware/software failures and human errors. Several mechanisms have been designed to allow both 
data owners and public verifiers to efficiently audit cloud data integrity without retrieving the entire data from 
the cloud server. However, public auditing on the integrity of shared data with these existing mechanisms 
will inevitably reveal confidential information—identity privacy—to public verifiers. In this paper, we propose 
a novel privacy-preserving mechanism that supports public auditing on shared data stored in the cloud. In 
particular, we exploit ring signatures to compute verification metadata needed to audit the correctness of 
shared data. With our mechanism, the identity of the signer on each block in shared data is kept private 
from public verifiers, who are able to efficiently verify shared data integrity without retrieving the entire file. 
In addition, our mechanism is able to perform multiple auditing tasks simultaneously instead of verifying 
them one by one. 
Our experimental results demonstrate the effectiveness and efficiency of our mechanism when auditing 
shared data integrity. 
 
32. Load Rebalancing for Distributed File Systems in Clouds 
Distributed file systems are key building blocks for cloud computing applications based on the MapReduce 
programming paradigm. In such file systems, nodes simultaneously serve computing and storage functions; 
a file is partitioned into a number of chunks allocated in distinct nodes so that MapReduce tasks can be 
performed in parallel over the nodes. However, in a cloud computing environment, failure is the norm, and 
nodes may be upgraded, replaced, and added in the system. Files can also be dynamically created, 
deleted, and appended. This results in load imbalance in a distributed file system; that is, the file chunks 
are not distributed as uniformly as possible among the nodes. Emerging distributed file systems in 
production systems strongly depend on a 
central node for chunk reallocation. This dependence is clearly inadequate in a large-scale, failure-prone 
environment because the central load balancer is put under considerable workload that is linearly scaled 
with the system size, and may thus become the performance bottleneck and the single point of failure. In 
this paper, a fully distributed load rebalancing algorithm is presented to cope with the load imbalance 
problem. Our algorithm is compared against a centralized approach in a production system and a competing 
distributed solution presented in the literature. The simulation results indicate that our proposal is 
comparable with the existing centralized approach and considerably outperforms the prior distributed 
algorithm in terms of load imbalance factor, movement cost, 
and algorithmic overhead. The performance of our proposal implemented in the Hadoop distributed file 
system is further investigated in a cluster environment. 
 
33. Seed Block Algorithm: A Remote Smart Data Back-up Technique for Cloud Computing 
In cloud computing, data generated in electronic form are large in amount. To maintain this data efficiently, 
there is a necessity of data recovery services. To cater this, in this paper we propose a smart remote data 
backup algorithm, Seed Block Algorithm (SBA). The objective of proposed algorithm is twofold; first it help 
the users to collect information from any remote location in the absence of network connectivity and second 
to recover the files in case of the file deletion or if the cloud gets destroyed due to any reason. The time 
related issues are also being solved by proposed SBA such that it will take minimum time for the recovery 
process. Proposed SBA also focuses on the security concept for the back-up files stored at remote server, 
without using any of the existing encryption techniques. 
 
34. Innovative Schemes for Resource Allocation in the Cloud for Media Streaming Applications 
Media streaming applications have recently attracted a large number of users in the Internet. With the 
advent of these bandwidth-intensive applications, it is economically inefficient to provide streaming 
distribution with guaranteed QoS relying only on central resources at a media content provider. Cloud 
computing offers an elastic infrastructure that media content providers (e.g., Video on Demand (VoD) 
providers) can use to obtain streaming resources that match the demand. Media content providers are 
charged for the amount of resources allocated (reserved) in the cloud. Most of the existing cloud providers 
employ a pricing model for the reserved resources that is based on non-linear time-discount tariffs (e.g., 
Amazon CloudFront and Amazon EC2). 
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Such a pricing scheme offers discount rates depending non-linearly on the period of time during which the 
resources are reserved in the cloud. In this case, an open problem is to decide on both the right amount of 
resources reserved in the cloud, and their reservation time such that the financial cost on the media content 
provider is minimized.We propose a simple - easy to implement - algorithm for resource reservation that 
maximally exploits discounted rates offered in the tariffs, while ensuring that sufficient resources are 
reserved in the cloud. Based on the prediction of demand for streaming capacity, our algorithm is carefully 
designed to reduce the risk of making wrong resource allocation decisions. The results of our numerical 
evaluations and simulations show that the proposed algorithm significantly reduces the monetary cost of 
resource allocations in the cloud as compared to other conventional schemes. 
 
35. NCCloud: A Network-Coding-Based Storage System in a Cloud-of-Clouds 
To provide fault tolerance for cloud storage, recent studies propose to stripe data across multiple cloud 
vendors. However, if a cloud suffers from a permanent failure and loses all its data, we need to repair the 
lost data with the help of the other surviving clouds to preserve data redundancy. We present a proxy-based 
storage system for fault-tolerant multiple-cloud storage called NCCloud, which achieves cost-effective 
repair for a permanent single-cloud failure. NCCloud is built on top of a network-coding-based storage 
scheme called the functional minimum-storage regenerating (FMSR) codes, which maintain the same fault 
tolerance and data redundancy as in traditional erasure codes (e.g., RAID-6), but use less repair traffic and, 
hence, incur less monetary cost due to data transfer. One key design feature of our FMSR codes is that we 
relax the encoding requirement of storage nodes during repair, while preserving the benefits of network 
coding in repair. We implement a proof-of-concept prototype of NCCloud and deploy it atop both local and 
commercial clouds. We validate that FMSR codes provide significant monetary cost savings in repair over 
RAID-6 codes, while having comparable response time performance in normal cloud storage operations 
such as upload/download. 
 
36. CloudMoV: Cloud-based Mobile Social TV 
The rapidly increasing power of personal mobile devices (smartphones, tablets, etc.) is providing much 
richer contents and social interactions to users on the move. This trend however is throttled by the limited 
battery lifetime of mobile devices and unstable wireless connectivity, making the highest possible quality of 
service experienced by mobile users not feasible. The recent cloud computing technology, with its rich 
resources to compensate for the limitations of mobile devices and connections, can potentially provide an 
ideal platform to support the desired mobile services. Tough challenges arise on how to effectively exploit 
cloud resources to facilitate mobile services, especially those with stringent interaction delay requirements. 
In this paper, we propose the design of a Cloud-based, novel Mobile sOcial tV system (CloudMoV). The 
system effectively utilizes both PaaS (Platform-as-a-Service) and IaaS (Infrastructure-as-a-Service) cloud 
services to offer the living-room experience of video watching to a group of disparate mobile users who can 
interact socially while sharing the video. To guarantee good streaming quality as experienced by the mobile 
users with time-varying wireless connectivity, we employ a surrogate for each user in the IaaS cloud for 
video downloading and social exchanges on behalf of the user. The surrogate performs efficient stream 
transcoding that matches the current connectivity quality of the mobile user. Given the battery life as a key 
performance bottleneck, we advocate the use of burst transmission from the surrogates to the mobile users, 
and carefully decide the burst size which can lead to high energy efficiency and streaming quality. Social 
interactions among the users, in terms of spontaneous textual exchanges, are effectively achieved by 
efficient designs of data storage with BigTable and dynamic handling of large volumes of concurrent 
messages in a typical PaaS cloud. These various designs for flexible transcoding c- pabilities, battery 
efficiency of mobile devices and spontaneous social interactivity together provide an ideal platform for 
mobile social TV services. We have implemented CloudMoV on Amazon EC2 and Google App Engine and 
verified its superior performance based on real-world experiments. 

 
37. A packet marking approach to protect cloud environment against DDoS attacks 
Cloud computing uses internet and remote servers for maintaining data and applications. It offers through 
internet the dynamic virtualized resources, bandwidth and on-demand software's to consumers and 
promises the distribution of many economical benefits among its adapters. It helps the consumers to reduce 
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the usage of hardware, software license and system maintenance. Simple Object Access Protocol (SOAP) 
is the system that allows the communications interaction between different web services. SOAP messages 
are constructed using either HyperText Transport Protocol (HTTP) and/or Extensible Mark-up Language 
(XML). The new form of Distributed Denial of Service (DDoS) attacks that could potentially bring down a 
cloud web services through the use of HTTP and XML. Cloud computing suffers from major security threat 
problem by HTTP and XML Denial of Service (DoS) attacks. HX-DoS attack is a combination of HTTP and 
XML messages that are intentionally sent to flood and destroy the communication channel of the cloud 
service provider. To address the problem of HX-DoS attacks against cloud web services there is a need to 
distinguish between the legitimate and illegitimate messages. This can be done by using the rule set based 
detection, called CLASSIE and modulo marking method is used to avoid the spoofing attack. Reconstruct 
and Drop method is used to make decision and drop the packets on the victim side. It enables us to improve 
the reduction of false positive rate and increase the detection and filtering of DDoS attacks. 
 
38. Toward Secure Multikeyword Top-k Retrieval over Encrypted Cloud Data 
Cloud computing has emerging as a promising pattern for data outsourcing and high-quality data services. 
However, concerns of sensitive information on cloud potentially causes privacy problems. Data encryption 
protects data security to some extent, but at the cost of compromised efficiency. Searchable symmetric 
encryption (SSE) allows retrieval of encrypted data over cloud. In this paper, we focus on addressing data 
privacy issues using SSE. For the first time, we formulate the privacy issue from the aspect of similarity 
relevance and scheme robustness. We observe that server-side ranking based on order-preserving 
encryption (OPE) inevitably leaks data privacy. To eliminate the leakage, we propose a two-round 
searchable encryption (TRSE) scheme that supports top-$(k)$ multikeyword retrieval. In TRSE, we employ 
a vector space model and homomorphic encryption. The vector space model helps to provide sufficient 
search accuracy, and the homomorphic encryption enables users to involve in the ranking while the majority 
of computing work is done on the server side by operations only on ciphertext. As a result, information 
leakage can be eliminated and data security is ensured. Thorough security and performance analysis show 
that the proposed scheme guarantees high security and practical efficiency. 
 
39. Mona: Secure Multi-Owner Data Sharing for Dynamic Groups in the Cloud 
With the character of low maintenance, cloud computing provides an economical and efficient solution for 
sharing group resource among cloud users. Unfortunately, sharing data in a multi-owner manner while 
preserving data and identity privacy from an untrusted cloud is still a challenging issue, due to the frequent 
change of the membership. In this paper, we propose a secure multi-owner data sharing scheme, named 
Mona, for dynamic groups in the cloud. By leveraging group signature and dynamic broadcast encryption 
techniques, any cloud user can anonymously share data with others. Meanwhile, the storage overhead and 
encryption computation cost of our scheme are independent with the number of revoked users. In addition, 
we analyze the security of our scheme with rigorous proofs, and demonstrate the efficiency of our scheme 
in experiments. 
 
40. Optimizing Cloud Resources for Delivering IPTV Services Through Virtualization 
Virtualized cloud-based services can take advantage of statistical multiplexing across applications to yield 
significant cost savings. However, achieving similar savings with real-time services can be a challenge. In 
this paper, we seek to lower a provider's costs for real-time IPTV services through a virtualized IPTV 
architecture and through intelligent time-shifting of selected services. Using Live TV and Video-on-Demand 
(VoD) as examples, we show that we can take advantage of the different deadlines associated with each 
service to effectively multiplex these services. We provide a generalized framework for computing the 
amount of resources needed to support multiple services, without missing the deadline for any service. We 
construct the problem as an optimization formulation that uses a generic cost function. We consider multiple 
forms for the cost function (e.g., maximum, convex and concave functions) reflecting the cost of providing 
the service. The solution to this formulation gives the number of servers needed at different time instants 
to support these services. We implement a simple mechanism for time-shifting scheduled jobs in a simulator 
and study the reduction in server load using real traces from an operational IPTV network. Our results show 
that we are able to reduce the load by ~ 24% (compared to a possible ~ 31%). We also show that there are 
interesting open problems in designing mechanisms that allow time-shifting of load in such environments. 
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41. Privacy-Preserving Public Auditing for Secure Cloud Storage 
Using Cloud Storage, users can remotely store their data and enjoy the on-demand high quality applications 
and services from a shared pool of configurable computing resources, without the burden of local data 
storage and maintenance.However, the fact that users no longer have physical possession of the 
outsourced data makes the data integrity protection in Cloud Computing a formidable task, especially for 
users with constrained computing resources. Moreover, users should be able to just use the cloud storage 
as if it is local, without worrying about the need to verify its integrity. Thus, enabling public auditability for 
cloud storage is of critical importance so that users can resort to a third party auditor (TPA) to check the 
integrity of outsourced data and be worry-free. To securely introduce an effective TPA, the auditing process 
should bring in no new vulnerabilities towards user data privacy, and introduce no additional online burden 
to user. In this paper, we propose a secure cloud storage system supporting privacy-preserving public 
auditing. We further extend our result to enable the TPA to perform audits for multiple users simultaneously 
and efficiently. Extensive security and performance analysis show the proposed schemes are provably 
secure and highly efficient. 
 

42. CAM: Cloud-Assisted Privacy Preserving Mobile Health Monitoring 

Cloud-assisted mobile health (mHealth) monitoring, which applies the prevailing mobile communications 
and cloud computing technologies to provide feedback decision support, has been considered as a 
revolutionary approach to improving the quality of healthcare service while lowering the healthcare cost. 
Unfortunately, it also poses a serious risk on both clients' privacy and intellectual property of monitoring 
service providers, which could deter the wide adoption of mHealth technology. This paper is to address this 
important problem and design a cloud-assisted privacy preserving mobile health monitoring system to 
protect the privacy of the involved parties and their data. Moreover, the outsourcing decryption technique 
and a newly proposed key private proxy reencryption are adapted to shift the computational complexity of 
the involved parties to the cloud without compromising clients' privacy and service providers' intellectual 
property. Finally, our security and performance analysis demonstrates the effectiveness of our proposed 

design. 

DATAMINING 
 
 

1. Clustering Data Streams Based on Shared Density Between Micro-Clusters 
As more and more applications produce streaming data, clustering data streams has become an 
important technique for data and knowledge engineering. A typical approach is to summarize the data 
stream in real-time with an online process into a large number of so called micro-clusters. Micro-clusters 
represent local density estimates by aggregating the information of many data points in a defined area. 
On demand, a (modified) conventional clustering algorithm is used in a second offline step to recluster the 
micro-clusters into larger final clusters. For reclustering, the centers of the micro-clusters are used as 
pseudo points with the density estimates used as their weights. However, information about density in the 
area between micro-clusters is not preserved in the online process and reclustering is based on possibly 
inaccurate assumptions about the distribution of data within and between micro-clusters (e.g., uniform or 
Gaussian). This paper describes DBSTREAM, the first micro-cluster-based online clustering component 
that explicitly captures the density between micro-clusters via a shared density graph. The density 
information in this graph is then exploited for reclustering based on actual density between adjacent 
micro-clusters. We discuss the space and time complexity of maintaining the shared density graph. 
Experiments on a wide range of synthetic and real data sets highlight that using shared density improves 
clustering quality over other popular data stream clustering methods which require the creation of a larger 
number of smaller micro-clusters to achieve comparable results. 
 

2. Mining High Utility Patterns in One Phase without Generating Candidates  
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Utility mining is a new development of data mining technology. Among utility mining problems, utility 
mining with the itemset share framework is a hard one as no anti-monotonicity property holds with the 
interestingness measure. Prior works on this problem all employ a two-phase, candidate generation 
approach with one exception that is however inefficient and not scalable with large databases. The two-
phase approach suffers from scalability issue due to the huge number of candidates. This paper proposes 
a novel algorithm that finds high utility patterns in a single phase without generating candidates. The 
novelties lie in a high utility pattern growth approach, a lookahead strategy, and a linear data structure. 
Concretely, our pattern growth approach is to search a reverse set enumeration tree and to prune search 
space by utility upper bounding. We also look ahead to identify high utility patterns without enumeration 
by a closure property and a singleton property. Our linear data structure enables us to compute a tight 
bound for powerful pruning and to directly identify high utility patterns in an efficient and scalable way, 
which targets the root cause with prior algorithms. Extensive experiments on sparse and dense, synthetic 
and real world data suggest that our algorithm is up to 1 to 3 orders of  magnitude more efficient and is 
more scalable than the state-of-the-art algorithms. 
 

3. SEGMENTING CUSTOMERS WITH DATA MINING TECHNIQUES 
Retail marketers are constantly looking for ways to improve the effectiveness of their campaigns. One 
way to do this is to target customers with the particular offers most likely to attract them back to the store 
and to spend more time and money on their next visit. Demographic market segmentation is an approach 
to segmenting markets. A company divides the larger market into groups based on several defined 
criteria. Age, gender, marital status, occupation, education and income are among the commonly 
considered demographics segmentation criteria. A sample case study has been done in order to explain 
the theory of segmentation applied on a Turkish supermarket chain. The purpose of this case study is to 
determine dependency on products and shopping habits. Furthermore forecast sales determine the 
promotions of products and customer profiles. Association rule mining was used as a method for 
identifying customers buying patterns and as a result customer profiles were determined. Besides 
association rules, interesting results were found about customer profiles, such as “What items do female 
customers buy?” or “What do consumers(married and 35-45 aged) prefer mostly?”. For instance, female 
customers purchase feta cheese with a percentage of 60% whereas male customers purchase tomato 
with a percentage of 46%. Regarding to customers age, 65 and older customers purchase tea with a 
percentage of 58%, and customers aged between 18- 25 preferred pasta with a percentage of 57% 
 
 

4. A Compendium for Prediction of Success of a Movie Based Upon Different Factors 
The success of a movie is uncertain but it is no secret that it is dependent to a large extent upon the level 
of promotion and also upon the ratings received by the major movie critics. Time and money are valuable 
to the general audience and hence, they refer to the leading critics when making a decision about 
whether to watch a particular movie or not. Over 1000 movies on an average are produced per year. 
Therefore, in order to make the movie profitable, it becomes a matter of concern that the movie succeeds. 
Due to the low success rate, models and mechanisms to predict reliably the ranking and or box office 
collections of a movie can risk the business significantly. The current predictive models that are available 
are based on various factors for assessment of the movie. These include the typical factors such as cast, 
producer, director etc. or the social factors in form of response of the society on various online platforms. 
Various stakeholders such as actors, financiers, directors etc. can use these predictions to make more 
informed decisions. 
 
 

5. Automated Discovery of Small Business Domain Knowledge Using Web Crawling and Data 
Mining 

 
It has become an era where everything is on the web with ever more chances of data utilization on the 
web. Still, there are obstacles to make the use of the web efficiently. With too much information, Internet 
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users have often come across information that are not relevant for their use. On top of that, until recently, 
most of web content have not contained semantic information, posing difficulties for mechanical analysis. 
The Semantic Web emerged as a way to tackle those poor qualities of the web. Adopting formal 
languages such as RDF or OWL, the semantic web has made the Internet become more highly available 
for computer-based analysis. In this study, what we aimed at is building a small business knowledge base 
to provideuseful information for small business owners for their marketing strategies or dynamic QA 
systems for their restaurant recommendation services. The knowledge base was built according to the 
concept of the Semantic Web. To build the knowledge base, first, it is needed to conduct web crawling 
from different web sources including social media. However, the crawled data typically come in informal 
and do not have any semantic information. So we devised text mining techniques to catch useful 
information from them and generate formal knowledge for the knowledge base. 
 

6. Efficient Algorithms for Mining High Utility Itemsets from Transactional Databases 
Mining high utility itemsets from a transactional database refers to the discovery of itemsets with high utility like profits. 
Although a number of relevant algorithms have been proposed in recent years, they incur the problem of producing a large 
number of candidate itemsets for high utility itemsets. Such a large number of candidate itemsets degrades the mining 
performance in terms of execution time and space requirement. The situation may become worse when the database 
contains lots of long transactions or long high utility itemsets. In this paper, we propose two algorithms, namely utility pattern 
growth (UP-Growth) and UP-Growth+, for mining high utility itemsets with a set of effective strategies for pruning candidate 
itemsets. The information of high utility itemsets is maintained in a tree-based data structure named utility pattern tree (UP-
Tree) such that candidate itemsets can be generated efficiently with only two scans of database. The performance of UP-
Growth and UP-Growth+ is compared with the state-of-the-art algorithms on many types of both real and synthetic data sets. 
Experimental results show that the proposed algorithms, especially UPGrowth+, not only reduce the number of candidates 
effectively but also outperform other algorithms substantially in terms of runtime,especially when databases contain lots of 
long transactions. 
 

7. Canopy Clustering Based K Strange Point Detection. 
A Theoretical Comparison of Job scheduling Algorithms in Cloud Computing Environment 
Cloud computing is a dynamic, scalable and payper-use distributed computing model empowering 
designers to convey applications amid job designation and storage distribution. Cloud computing 
encourages to impart a pool of virtualized computer resource empowering designers to convey 
applications amid job designation and storage distribution. The cloud computing mainly aims to give 
proficient access to remote and geographically distributed resources. As cloud technology is evolving day 
by day and confronts numerous challenges, one of them being uncovered is scheduling. Scheduling is 
basically a set of constructs constructed to have a controlling hand over the order of work to be performed 
by a computer system. Algorithms are vital to schedule the jobs for execution. Job scheduling algorithms 
is one of the most challenging hypothetical problems in the cloud computing domain area. Numerous 
deep investigations have been carried out in the domain of job scheduling of cloud computing. This paper 
intends to present the performance comparison analysis of various pre-existing job scheduling algorithms 
considering various parameters. This paper discusses about cloud computing and its constructs in 
section (i). In section (ii) job scheduling concept in cloud computing has been elaborated. In section (iii) 
existing algorithms for job scheduling are discussed, and are compared in a tabulated form with respect 
to various parameters and lastly section (iv) concludes the paper giving brief 
summary of the work. 

8. Dynamic Query Forms for Database Queries 
Modern scientific databases and web databases maintain large and heterogeneous data. These real-

world databases contain hundreds or even thousands of relations and attributes. Traditional predefined 

query forms are not able to satisfy various ad-hoc queries from users on those databases. This paper 
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proposes DQF, a novel database query form interface, which is able to dynamically generate query 

forms. The essence of DQF is to capture a user’s preference and rank query form components, assisting 

him/her in making decisions. The generation of a query form is an iterative process and is guided by the 

user. At each iteration, the system automatically generates ranking lists of form components and the user 

then adds the desired form components into the query form. The ranking of form components is based on 

the captured user preference. A user can also fill the query form and submit queries to view the query 

result at each iteration. In this way, a query form could be dynamically refined until the user is satisfied 

with the query results. We utilize the expected F-measure for measuring the goodness of a query form. A 

probabilistic model is developed for estimating the goodness of a query form in DQF. Our experimental 

evaluation and user study demonstrate the effectiveness and efficiency of the system. 

9. Secure Data Mining in Cloud using Homomorphic Encryption 
With the advancement in technology, industry, ecommerce and research a large amount of complex and pervasive digital 
data is being generated which is increasing at an exponential rate and often termed as big data. Traditional Data Storage 
systems are not able to handle Big Data and also analyzing the Big Data becomes a challenge and thus it cannot be 
handled by traditional analytic tools. Cloud Computing can resolve the problem of handling, storage and analyzing the Big 
Data as it distributes the big data within the cloudlets. No doubt, Cloud Computing is the best answer available to the 
problem of Big Data storage and its analyses but having said that, there is always a potential risk to the security of Big 
Data storage in Cloud Computing, which needs to be addressed. Data Privacy is one of the major issues while storing the 
Big Data in a Cloud environment. Data Mining based attacks, a major threat to the data, allows an adversary or an 
unauthorized user to infer valuable and sensitive information by analyzing the results 
generated from computation performed on the raw data. This thesis proposes a secure k-means data mining approach 
assuming the data to be distributed among different hosts preserving the privacy of the data. The approach is able to 
maintain the correctness and validity of the existing k-means to generate the final results even in the distributed 
environment. 
 

10. RuleGrowth: Mining Sequential Rules Common to Several Sequences by Pattern-Growth   
Mining sequential rules from large databases is an important topic in data mining fields with wide applications. Most of the 
relevant studies focused on finding sequential rules appearing in a single sequence of events and the mining task dealing 
with multiple sequences were far less explored. In this paper, we present RuleGrowth, a novel algorithm for mining 
sequential rules common to several sequences. Unlike other algorithms, RuleGrowth uses a pattern-growth approach for 
discovering sequential rules such that it can be much more efficient and scalable. We present a comparison of 
RuleGrowth’s performance with current algorithms for three public datasets. The experimental results show that 
RuleGrowth clearly outperforms current algorithms for all three datasets under low support and confidence threshold and 
has a much better scalability. 

11. Secure Mining of Association Rules in Horizontally Distributed Databases 
We propose a protocol for secure mining of association rules in horizontally distributed databases. The current leading 
protocol is that of Kantarcioglu and Clifton [18]. Our protocol, like theirs, is based on the Fast Distributed Mining (FDM) 
algorithm of Cheung et al. [8], which is an unsecured distributed version of the Apriori algorithm. The main ingredients in our 
protocol are two novel secure multi-party algorithms—one that computes the union of private subsets that each of the 
interacting players hold, and another that tests the inclusion of an element held by one player in a subset held by another. 
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Our protocol offers enhanced privacy with respect to the protocol in [18]. In addition, it is simpler and is significantly more 
efficient in terms of communication rounds, communication cost and computational cost 

 
12. A Privacy Leakage Upper-Bound Constraint Based Approach for Cost-Effective Privacy Preserving of 

Intermediate Datasets In cloud 

Cloud computing provides massive computation power and storage capacity which enable users to deploy computation 
and data intensive applications without infrastructure investment. Along the processing of such applications, a large 
volume of intermediate datasets will be generated, and often stored to save the cost of re-computing them. However, 
preserving the privacy of intermediate datasets becomes a challenging problem because adversaries may recover 
privacy-sensitive information by analyzing multiple intermediate datasets. Encrypting ALL datasets in cloud is widely 
adopted in existing approaches to address this challenge. But we argue that encrypting all intermediate datasets are 
neither efficient nor cost-effective because it is very time consuming and costly for data-intensive applications to 
en/decrypt datasets frequently while performing any operation on them. In this paper, we propose a novel upper-bound 
privacy leakage constraint based approach to identify which intermediate datasets need to be encrypted and which do 
not, so that privacy-preserving cost can be saved while the privacy requirements of data holders can still be satisfied. 
Evaluation results demonstrate that the privacy-preserving cost of intermediate datasets can be significantly reduced 
with our approach over existing ones where all datasets are encrypted. 
 

13. Automatic Medical Disease Treatment System Using Datamining 
In our proposed system is identifying reliable information in the medical domain stand as building blocks for a healthcare 
system that is up-todate with the latest discoveries. By using the tools such as NLP, ML techniques. In this research, focus 
on diseases and treatment information, and the relation that exists between these two entities. The main goal of this research 
is to identify the disease name with the symptoms specified and extract the sentence from the article and get the Relation 
that exists between Disease- Treatment and classify the information into cure, prevent, side effect to the user.This electronic 
document is a “live” template. The various components of your paper [title, text, heads, etc.] are already defined on the style 
sheet, as illustrated by the portions given in this document. 
 
 

NETWOKING 

1. Privacy-Preserving and Truthful Detection of Packet Dropping Attacks in Wireless Ad 
Hoc Networks 

Link error and malicious packet dropping are two sources for packet losses in multi-hop wireless ad hoc 
network. In this paper, while observing a sequence of packet losses in the network, we are interested in 
determining whether the losses are caused by link errors only, or by the combined effect of link errors and 
malicious drop. We are especially interested in the insider-attack case, whereby malicious nodes that are 
part of the route exploit their knowledge of the communication context to selectively drop a small amount 
of packets critical to the network performance. Because the packet dropping rate in this case is 
comparable to the channel error rate, conventional algorithms that are based on detecting the packet loss 
rate cannot achieve satisfactory detection accuracy. To improve the detection accuracy, we propose to 
exploit the correlations between lost packets. Furthermore, to ensure truthful calculation of these 
correlations, we develop a homomorphic linear authenticator (HLA) based public auditing architecture that 
allows the detector to verify the truthfulness of the packet loss information reported by nodes. This 
construction is privacy preserving, collusion proof, and incurs low communication and storage overheads. 
To reduce the computation overhead of the baseline scheme, a packet-block-based mechanism is also 
proposed, which allows one to trade detection accuracy for lower computation complexity. Through 
extensive simulations, we verify that the proposed mechanisms achieve significantly better detection 
accuracy than conventional methods such as a maximum-likelihood based detection. 
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2. Certificate Revocation in MANET Using clustering 
Mobile adhoc network (MANET)is a type of wireless network. It is a open network environment, in 
other words it is a infrastructreless network. So any node can join and leave in the network freely. 
Security is the primary concern in the wireless medium. Major functionality of MANET is protecting the 
data bits which transfer from one node to another node. Because of its dynamic nature MANET is not 
much secure than wired network. To overcome this problem, cluster based certificate revocation with 
vindication capability is proposed. In this paper we present the cluster based architecture is used to 
construct the topology and provide better security for data transfer in MANET. 
 

3. Message Authentication Using Proxy Vehicles in Vehicular Ad Hoc Networks 
Normally, authentication in vehicular ad-hoc networks (VANETs) uses Public Key Infrastructure (PKI) to verify the integrity 
of messages and the identity of message senders. The issues considered in the authentication schemes include the level 
of security and computational efficiency in verification processes. Most existing schemes focus mainly on assuring the 
security and privacy of VANET information. However, these schemes may not work well in VANET scenarios. For 
instance, it is difficult for a RoadSide Unit (RSU) to verify each vehicle’s signature sequentially when a large number of 
vehicles emerge in the coverage areas of an RSU. To reduce the computational overhead of RSUs, we propose a Proxy 
Based Authentication Scheme (PBAS) using distributed computing. In PBAS, proxy vehicles are used to authenticate 
multiple messages with a verification function at the same time. In addition, RSU is able to independently verify the outputs 
from the verification function of the proxy vehicles. We also design an expedite key negotiation scheme for transmitting 
sensitive messages. It is shown from the analysis and simulations that an RSU can verify 26500 signatures per second 
simultaneously with the help of the proxy vehicles. The 
time needed to verify 3000 signatures in PBAS can be reduced by 88% if compared to existing batch-based authentication 
schemes. 
 

4. Secure Distributed Deduplication Systems with Improved Reliability 
Data deduplication is a technique for eliminating duplicate copies of data, and has been widely used in cloud storage to 

reduce storage space and upload bandwidth. However, there is only one copy for each file stored in cloud even if such a 

file is owned by a huge number of users. As a result, deduplication system improves storage utilization while reducing 

reliability. Furthermore, the challenge of privacy for sensitive data also arises when they are outsourced by users to cloud. 

Aiming to address the above security challenges, this paper makes the first attempt to formalize the notion of distributed 

reliable deduplication system. We propose new distributed deduplication systems with higher reliability in which the data 

chunks are distributed across multiple cloud servers. The security requirements of data confidentiality and tag consistency 

are also achieved by introducing a deterministic secret sharing scheme in distributed storage systems, instead of using 

convergent encryption as in previous deduplication systems. Security analysis demonstrates that our deduplication 

systems are secure in terms of the definitions specified in the proposed security model. As a proof of concept, we 

implement the proposed systems and demonstrate that the incurred overhead is very limited in realistic environments. 

5. Security Enhancements for Mobile Ad Hoc Networks with Trust Management Using Uncertain 
Reasoning 
The distinctive features of mobile ad hoc networks (MANETs), including dynamic topology and open 
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wireless medium, may lead MANETs suffering from many security vulnerabilities. In this paper, using 
recent advances in uncertain reasoning originated from artificial intelligence community, we propose a 
unified trust management scheme that enhances the security in MANETs. In the proposed trust 
management scheme, the trust model has two components: trust from direct observation and trust from 
indirect observation. With direct observation from an observer node, the trust value is derived using 
Bayesian inference, which is a type of uncertain reasoning when the full probability model can 
be defined. On the other hand, with indirect observation, also called secondhand information that is 
obtained from neighbor nodes of the observer node, the trust value is derived using the Dempster-Shafer 
theory, which is another type of uncertain reasoning when the proposition of interest can be derived 
by an indirect method. Combining these two components in the trust model, we can obtain more accurate 
trust values of the observed nodes in MANETs. We then evaluate our scheme under the scenario of 
MANET routing. Extensive simulation results show the effectiveness of the proposed scheme. 
Specifically, throughput and packet delivery ratio can be improved significantly with slightly increased 
average endto- end delay and overhead of messages. 
 

6. Secure and Efficient Data Transmission for Cluster-Based Wireless Sensor Networks 

Secure data transmission is a critical issue for wireless sensor networks (WSNs). Clustering is an 

effective and practical wayto enhance the system performance of WSNs. In this paper, we study a 

secure data transmission for cluster-based WSNs (CWSNs), where the clusters are formed 

dynamically and periodically. We propose two secure and efficient data transmission (SET) protocols 

for CWSNs, called SET-IBS and SET-IBOOS, by using the identity-based digital signature (IBS) 

scheme and the identity-based online/ offline digital signature (IBOOS) scheme, respectively. In 

SET-IBS, security relies on the hardness of the Diffie-Hellman problem in the pairing domain. SET-

IBOOS further reduces the computational overhead for protocol security, which is crucial for WSNs, 

while its security relies on the hardness of the discrete logarithm problem. We show the feasibility of 

the SET-IBS and SET-IBOOS protocols with respect to the security requirements and security 

analysis against various attacks. The calculations and simulations are provided to illustrate the 

efficiency of the proposed protocols. The results show that the proposed protocols have better 

performance than the existing secure protocols for CWSNs, in terms of security overhead and 

energy consumption. 

7. Combining Cryptographic Primitives to Prevent Jamming Attacks in Wireless Networks 
The Open Nature of wireless medium leaves an intentional interference attack, typically referred to as jamming. This 
intentional interference with wireless transmission launch pad for mounting Denial-Of- Service attack on wireless networks. 
Typically, jamming has been addresses under an external threat model. However, adversaries with internal knowledge of 
protocol specification and network secrets can launch low-effort jamming attacks that are difficult to detect and counter. In 
this work we address the problem of jamming attacks and adversary is active for short period of time, selectively targeting 
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the messages of high importance. We show that the selective jamming attacks can be launched by performing real-time 
packet classification at the physical layer. To mitigate these attacks, we develop three schemes that prevent realtime packet 
classification by combining cryptographic 
primitives with physical-layer attributes. They are Strong Hiding Commitment Schemes (SHCS), Cryptographic Puzzles 
Hiding Schemes (CPHS), All- Or-Nothing Transformation Hiding Schemes (AONTSHS). Random key distribution methods 
are done along with three schemes to give more secured packet transmission in wireless networks. 
 

8. Fault Node Recovery Algorithm for a Wireless Sensor Network 
This paper proposes a fault node recovery algorithm to enhance the lifetime of a wireless sensor network when some of the 
sensor nodes shut down. The algorithm is based on the grade diffusion algorithm combined with the genetic algorithm. The 
algorithm can result in fewer replacements of sensor nodes and more reused routing paths. In our simulation, the proposed 
algorithm increases the number of active nodes up to 8.7 times, reduces the rate of data loss by approximately 98.8%, and 
reduces the rate of energy consumption by approximately 31.1%. 
 

9. “Efficient Sensor Node Authentication in Wireless Integrated Sensor Networks Using Virtual Certificate 
Authority” 

Wireless Sensor Network (WSN) is used for collecting the information from the environment. WSN consists of large 
number of Sensor Nodes (SN). To implement security during the transmission of data from one node to another 
node, different security techniques are used. Authentication is an essential requirement in sensor network pursuing 
security. But the Wireless Sensor Networks are very difficult to secure due to its dynamic and ad-hoc nature. To 
analyze the security issues that arise try to solve by integrating Wireless Sensor Networks (WSN) with the mobile 
network and can utilize the combined capabilities of both networks. To address the problem of authentication in 
WSNs this paper presents propose an efficient and secure framework which provide authentication to a roaming 
sensor node while allowing a sensor node to move across multiple WSNs. The proposed key management technique 
to provide authentication is by using Virtual Certificate Authority (VCA) which is designed especially for distributed 
Adhoc network. 
 

10. Adaptive and Secure Load-Balancing Routing Protocol for Service-Oriented Wireless Sensor Networks 
Service-oriented architectures for wireless sensor networks (WSNs) have been proposed to provide an integrated platform, 
where new applications can be rapidly developed through flexible service composition. In WSNs, the existing multipath 
routing schemes have demonstrated the effectiveness of traffic distribution over multipaths to fulfill the quality of service 
requirements of applications. However, the failure of links might significantly affect the transmission performance, scalability, 
reliability, and security of WSNs. Thus, by considering the reliability, congestion control, and security for multipath, it is 
desirable to design a reliable and service-driven routing scheme to provide efficient and failure-tolerant routing scheme. In 
this paper, an 
evaluation metric, path vacant ratio, is proposed to evaluate andthen find a set of link-disjoint paths from all available paths. 
A congestion control and load-balancing algorithm that can adaptively adjust the load over multipaths is proposed. A 
threshold sharing algorithm is applied to split the packets into multiple segments that will be delivered via multipaths to the 
destination depending on the path vacant ratio. Simulations demonstrate the performance of the adaptive and secure load-
balance routing scheme. 
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1. Privacy Protection and Intrusion Avoidance for Cloudlet-based Medical Data Sharing 
With the popularity of wearable devices, along with the development of clouds and cloudlet technology, there has been 
increasing need to provide better medical care. The processing chain of medical data mainly includes data collection, data 
storage and data sharing, etc. Traditional healthcare system often requires the delivery of medical data to the cloud, which 
involves users’ sensitive information and causes communication energy consumption. Practically, medical data sharing is a 
critical and challenging issue. Thus in this paper, we build up a novel healthcare system by utilizing the flexibility of cloudlet. The 
functions of cloudlet include privacy protection, data sharing and intrusion detection. In the stage of data collection, we first utilize 
Number Theory Research Unit (NTRU) method to encrypt user’s body data collected by wearable devices. Those data will be 
transmitted to nearby cloudlet in an energy efficient fashion. Secondly, we present a new trust model to help users to select 
trustable partners who want to share stored data in the cloudlet. The trust model also helps similar patients to communicate with 
each other about their diseases. Thirdly, we divide users’ medical data stored in remote cloud of hospital into three parts, and 
give them proper protection. Finally, in order to protect the healthcare system from malicious attacks, we develop a novel 
collaborative intrusion detection system (IDS) method based on cloudlet mesh, which can effectively prevent the remote 
healthcare big data cloud from attacks. Our experiments demonstrate the effectiveness of the proposed scheme. 

 
 

2. IFCaaS: Information Flow Control as a Service for Cloud Security 
With the maturity of service-oriented architecture (SOA) and Web technologies, web services have become critical components 
of Software as a Service (SaaS) applications in cloud ecosystem environments. Most SaaS applications leverage multi-tenant 
data stores as a back end to keep and process data with high agility. Although these technologies promise impressive benefits, 
they put SaaS applications at risk against novel as well as prevalent attack vectors. This security risk is further magnified by the 
loss of control and lack of security enforcement over sensitive data manipulated by SaaS applications. An effective solution is 
needed to fulfill several requirements originating in the dynamic and complex nature of such applications. Inspired by the rise of 
Security as a Service (SecaaS) model, this paper introduces “Information Flow Control as a Service (IFCaaS)”. IFCaaS lays the 
foundation of cloud-delivered IFC-based security analysis and monitoring services. As an example of the adoption of the IFCaaS, 
this paper presents a novel framework that addresses the detection of information flow vulnerabilities in SaaS applications. Our 
initial experiments show that the framework is a viable solution to protect against data integrity and confidentiality violations 
leading to information leakage. 
 

3. Data Mining with Big Data 
Big Data concern large-volume, complex, growing data sets with multiple, autonomous sources. With the fast development 
of networking, data storage, and the data collection capacity, Big Data are now rapidly expanding in all science and engineering 
domains, including physical, biological and biomedical sciences. This paper presents a HACE theorem that characterizes the 
features of the Big Data revolution, and proposes a Big Data processing model, from the data mining perspective. This data-
driven model involves demand-driven aggregation of information sources, mining and analysis, user interest modeling, and 
security and privacy considerations. We analyze the challenging issues in the data-driven model and also in the Big Data 
revolution. 
 

4. A Big Data Clustering Algorithm for Mitigating the Risk of Customer Churn 
 As market competition intensifies, customer churn management is increasingly becoming an important means of competitive 
advantage for companies. However, when dealing with big data in the industry, existing churn prediction models cannot work 
very well. In addition, decision makers are always faced with imprecise operations management. In response to these difficulties, 
a new clustering algorithm called Semantic Driven Subtractive Clustering Method (SDSCM) is proposed. Experimental results 
indicate that SDSCM has stronger clustering semantic strength than Subtractive Clustering Method (SCM) and fuzzy c-means 
(FCM). Then a parallel SDSCM algorithm is implemented through a Hadoop MapReduce framework. In the case study, the 
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proposed parallel SDSCM algorithm enjoys a fast running speed when compared with the other methods. Furthermore, We 
provide some marketing strategies in accordance with the clustering results, and a simplified marketing activity is simulated to 
ensure profit maximization. 
 
 

5. Clustering Data Streams Based on Shared Density Between Micro-Clusters 
As more and more applications produce streaming data, clustering data streams has become an important technique for 
data and knowledge engineering. A typical approach is to summarize the data stream in real-time with an online process into a 
large number of so called micro-clusters. Micro-clusters represent local density estimates by aggregating the information of many 
data points in a defined area. On demand, a (modified) conventional clustering algorithm is used in a second offline step to 
recluster the micro-clusters into larger final clusters. For reclustering, the centers of the micro-clusters are used as pseudo points 
with the density estimates used as their weights. However, information about density in the area between micro-clusters is not 
preserved in the online process and reclustering is based on possibly inaccurate assumptions about the distribution of data 
within and between micro-clusters (e.g., uniform or Gaussian). This paper describes DBSTREAM, the first micro-cluster-based 
online clustering component that explicitly captures the density between micro-clusters via a shared density graph. The density 
information in this graph is then exploited for reclustering based on actual density between adjacent micro-clusters. We discuss 
the space and time complexity of maintaining the shared density graph. Experiments on a wide range of synthetic and real data 
sets highlight that using shared density improves clustering quality over other popular data stream clustering methods which 
require the creation of a larger number of smaller micro-clusters to achieve comparable results. 
 

6. CRICWIN : “CRICKET DATA ANALYSIS AND PREDICTION” 
Data analysis is nothing new. Even before computers were used, information gained in the course of business or other activities 
was reviewed with the aim of making those processes more efficient and more profitable. These were, of course, comparatively 
small-scale undertakings given the limitations posed by resources and manpower; analysis had to be manual and was slow by 
modern standards, but it was still worthwhile. Predictive analytics in sport is not new, but it’s a novel move in cricket. As it has 
been implemented in many other sports majorly in NBA basketball games, baseball and American football. So introducing it into 
the field of cricket is a new challenge which would definitely prove to be as successful and efficient as it has been in other fields. 
Taking the example of 2015 ICC Cricket World Cup, which was the most digitally advanced tournament in the history of cricket 
as the predictions that were made proved to be right. This served to be a motivation for this project 
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